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	Project Proposal Name:
Connect Cumbria Registry and Sharing Portal




This is an interactive document with drop down menus, lists and tips. To expand headings, click on the small triangle to the side of the heading. 

[bookmark: _Hlk103924338]You will also find further clarification and assistance where you see an ‘s’ this clarification will be provided when you hoover over the ‘s’. As you hoover over it will also prompt you to ctrl & click to follow a link. There is not a link to follow just the description provided as you hoover over for calcification and assistance. 


What is a DPIA?
A DPIA is a process to help you identify and minimise data protection risks. It involves setting out how you intend to collect, use and store personal data, ensuring your processing is necessary and proportionate and any risks to individuals have been considered.

A DPIA is legally required where the activity you are undertaking is likely to be high risk to individuals. Risks must be identified and mitigated before you start processing data.

What are the benefits of a DPIA? 
· Work more efficiently by only collecting and using the information you need, enabling you to confidently and proactively exploit data.
· Provide clear direction for the project’s use of data from the outset.
· Protect the public, staff and other individuals against the unlawful infringement of their rights.
· Avoid the need to redesign all or major parts of the project at a later stage.
· Minimise the cost of retrospectively incorporating data protection safeguards by building them into the project at an early stage.
· Avoid sanctions by the Information Commissioner’s Office (ICO) such as fines of up to 10 million Euros (or equivalent).
· Build and maintain public confidence by ensuring that data is processed lawfully.






	DPIA – Stage 1 
	Decision Rationale

	DPIA – Stage 1: Further work is required before an assessment can be made.
	☐	Click here to document rationale.
	DPIA – Stage 2: Is mandatory.
	☐	Click here to document rationale.
	DPIA – Stage 2: Is not mandatory.
	☒	It is unlikely this processing will result in a high risk to Individuals rights and freedoms and in the event it does, there is a lawful basis and mitigation steps in place for the processing. This is a new system to facilitate the investigation process, however the data has previously been collected by Cumbria Constabulary for its policing purpose. HW 03/03/2026




	
Data Protection Impact Assessment (DPIA) – Stage 1

	Please provide as much detail as possible, avoiding technical language and acronyms, explaining the proposal in a way that someone with no prior knowledge could easily understand. Please read the appropriate factsheet(s) prior to completing the templates. Factsheets are available from the Managing Our Data and Information (sharepoint.com)
· DPIA Factsheet #1 – Introduction
· DPIA Factsheet #2 – Completing a DPIA - Stage 1 Form
· DPIA Factsheet #3 – Completing a DPIA - Stage 2 Form
· DPIA Factsheet #4 – Assessing Data Protection and Privacy Risks
· DPIA Factsheet #5 – FAQ
· DPIA Factsheet #6- Information Risk




	Section 1 - Governance

	Project Proposal name:
	Cumbria Connect Ring Registry

	Information Asset Owner (Role):
	Senior Management Ops Command 

	Information Custodian (key contact):
	

	DPIA Coordinator (person completing the form):
	Inspector Bradbury DDaT Command 

	Date on which processing will commence:
	20/11/2024

	Date submitted to the Force Data Protection Officer
	02/03/2026



	Section 2 – Purpose, Scope and Context

	In this section you must explain what the processing is, who it will involve, and the intended impact. You must also demonstrate why the processing is necessary and proportionate, providing evidence to support your assessment.
· The processing must be necessary for the specific objective of the proposal.
· It must also be proportionate, meaning that the advantages resulting from the processing should not be outweighed by the disadvantages to individuals.

	2.1 Briefly explain the specific aim and purpose of the proposal in a way that someone with no prior knowledge could easily understand; avoid technical language and acronyms.

	Context and Scope:
The aim is to increase efficiency in the prevention and detection of crime and disorder and to protect the public from harm. Additionally, it improves communications and interactions with the community.  
Members of the community can register their CCTV and other recording devices onto the portal. It is entirely voluntary and is accessed through Connect Cumbria Home - Connect Cumbria
or through a link on the Cumbia Constabulary website Connect Cumbria | Cumbria Police

The portal can be accessed by Cumbria Constabulary to identify if any owners have registered a device or devices in an area which has relevance to an investigation or a request for service. 
 
Once registered the portal enables owners of recording devices such as smart doorbells or CCTV to share digital data captured on their devices with the police. 
If an officer or staff member identify that that a registered member of the public may have evidential footage on their recording device, they can send unique secure link to them via SMS or e-mail. The registered owner accesses the link and can upload relevant files which they then return to the requesting police officer. The police officer then directly uploads the footage/images to a secure evidential storage system. 

Cumbria Constabulary do not have direct access to the registered devices. 

Below is the content of the Connect Cumbria front page.

Connect Cumbria Registry front page:



The purpose of the processing is to:
•	Collect potential evidential material from members of the public
•	Support the prevention and detection of crime
•	Assist police investigations and prosecutions
•	Preserve evidential integrity and continuity
•	Reduce risks associated with physical evidence handling
The processing is necessary for the performance of a task carried out in the public interest and for law enforcement and investigation purposes.







	2.2 What categories of personal data will be processed? Provide an overview of the categories of personal data that will be processed, for example: names, DOBs, addresses, health data, criminal records, or any other unique identifiers such as IP addresses, usernames, e-mail addresses.

	The processing may include the following categories of personal data:
a) Data relating to members of the public submitting material
•	Name (if provided)
•	Contact details (e.g. mobile number or email address)
•	IP address and basic technical metadata
•	Any personal data visible within submitted footage or images
b) Data relating to third parties captured in footage
•	Images or video of identifiable individuals
•	Vehicle registration numbers
•	Location and time information
•	Other contextual information visible in CCTV or images
Special category data may be incidentally captured within footage (e.g. health, ethnicity, or religious indicators), although this is not actively sought. 

If the footage contains audio this will also be included when collected by Cumbria Constabulary. It is not possible to anticipate the full range of audio which could potentially be picked up. Audio could depend on what the footage is being requested for. If it was linked to a hate incident or crime, then a ring doorbell or CCTV might capture audio associated with the offence which could identify any of those types of belief. It is possible, but unlikely for the likes of Trade Union membership. Likewise, Sex Life and Religion and sexual orientation. Again, there is a caveat that this would be limited to cific incidents and not data which would NOT generally, frequently and regularly be captured. 

	2.3 Will special category data be used in the proposal? (Select all that apply)?

	☒	Race
	☐	Trade Union membership

	☒	Ethnic origin
	☐	Genetic data

	☒	Political opinions
	☒	Biometric data

	☒	Sex life
	☒	Sexual orientation

	☒	Religion
	☒	Health

	☐	Philosophical beliefs
	☐	None

	2.4 How will the data be collected? Briefly outline how you will obtain the data, examples include: directly from data subjects, from another data set already in the Constabulary’s possession, from a partner agency.

	Data Subjects: 	

Members of the public, partners or businesses submitting CCTV footage or images. 
Victims, witnesses, suspects, or other individuals captured in footage.

The data will be collected directly from members of the public who have ownership of relevant CCTV footage or images and only by agreement of the members of the public who have ownership of relevant CCTV footage or images. There may also be data collected from partner agencies or third-party agencies if it is thought that they may have evidential footage/images which will aid an investigation.  

Once an Individual has signed up to the connect registry, if the force is aware of an incident in the area, we may contact the Individual to request if they hold any footage this is shared with us. Individuals can also contact us directly to inform us of an incident and share footage/images. 


	2.5 Has this been done before? (e.g. by this organisation or another similar organisation) In the text box, outline whether a DPIA (or PIA) has been completed previously. If already a current process – outline whether the nature, scope, context or purpose has changed.

	☐ Yes ☒  No   
The use of a community portal using similar technology and processes is in use in other police force areas. 

The collection of relevant recorded material from the community is an existing process. The use of a digital platform to streamline the process is a relatively new method of carrying out the gathering of evidence for Cumbria Constabulary. 







	2.6 Will it involve multiple processes? E.g. if it was a HR system it could have multiple processes such as: Recruitment, Payroll & Pensions, Employee Relations, and Learning & Development all within one system.

	☐ Yes ☒ No    
Click here to enter text.

	2.7 How will the data be used? Briefly describe how the data will be used, recorded, and stored and who it will be shared with.

	Data use: 
The data will be used to:
•	Obtain potential evidential material from members of the public, businesses or partners to
Prevent and detect crime.
•	Support criminal investigations and prosecutions
       Support non-criminal investigations (eg. missing people investigations)  
•	Maintain evidential integrity and continuity
•	Improve efficiency and reduce risk in evidence handling
This processing supports Cumbria Constabulary’s statutory policing functions and is carried out for law enforcement and investigatory purposes.

The uploaded material will:
•	Be stored within secure police systems 
       If non-evidential it will be deleted from systems in line with legislation  
•	Be accessible only to authorised personnel 
•	Be shared internally only if required as part of the associated investigation
External sharing will occur only when it is lawful and necessary, for example with:
•	Crown Prosecution Service
•	Courts
•	Other criminal justice partners
No data will be used for non-policing or commercial purposes.

All submitted material will be retained in line with the relevant legislation or guidance: 
•	Management of Police Information (MoPI) guidance
•	Cumbria Constabulary retention schedules
•	Criminal justice and evidential requirements
Material that is no longer required will be securely disposed of in accordance with force policies. 

There is a link to the Privacy Policy on the Connect Cumbria website which covers the types of Personal Data collected, how it is used, the legal basis for processing the personal data, Information Sharing, Data Subject Rights, Personal Data security and data retention. Privacy Policy - Connect Cumbria



	2.8 How many individuals will the processing affect? (Please specify one answer below)

	☐
	Fewer than 100 data subjects

	☐
	100 to 1,000 data subjects

	☐
	1,000 to 5,000 data subjects

	☒
	More than 5,000 data subjects

	2.9 What categories of data subject are involved? (Please select all applicable categories below)

	☒	Persons suspected of having committed or being about to commit a criminal offence

	☒	Persons convicted of a criminal offence

	☒	Persons who are or may be victims of a criminal offence

	☒	Witnesses or other persons with information about offences

	☒	Children or vulnerable individuals

	☒	Constabulary staff (current and former)

	☒	Other

	If other then please provide further details below:
People who may be part of a missing person enquiry 


	2.10 Will it involve the collection of new information about individuals? Will the Constabulary collect data that it has not previously collected or had access to?

	☒	Yes 

	☐	No

	2.11 Data Sharing
Does the processing involve:
	
Select one option

	2.11.1
	Data being shared with third parties external to the Constabulary or recipients that have not previously had routine access to the information?
	☐	Yes

	
	
	☒	No

	2.11.2
	Transferring data outside the UK but within the EU?
	☐	Yes

	
	
	☒	No

	2.11.3
	Transferring data outside the EU?
	☐	Yes

	
	
	☒	No

	2.11.4
	Storing data using a cloud service provider?
	☒	Yes

	
	
	☒	No

	2.11.5
	Is there a MoU, contract, or other sharing agreement in place with all parties with whom data will be shared?
	☒	Yes - agreements in place

	
	
	☐	Not yet – agreements required

	
	
	☐	No – none required

	Please detail the names and reference numbers (if known) of any agreements already in place:
1) Data Processing Agreement 



	2.12 Why it is necessary to use personal data to achieve the aim and why can’t the aim be achieved by other means?
For example, can the aim be achieved by using less data or different types of data?
Are all categories of data necessary to achieve the aim?

	
The Registry is a new and swifter way of gathering, obtaining and processing personal data and information which traditionally would have taken longer to obtain. Formerly, an officer would have had to physically go to the location where an incident had occurred and conduct House to House enquiring if anyone has CCTV (and other recording equipment), then have the images downloaded onto a disc for evidential purposes. 
The Registry enables this to be done virtually and assists more effective response to incidents. 



	2.13 Explain how the use of personal data is proportionate to the aim of the proposal. Weigh the advantages of achieving your purpose against disadvantages to data subjects.

	· The processing is necessary and proportionate to meet Cumbria Constabulary’s law enforcement, safeguarding and statutory obligations and objectives. The secure digital submission of evidence is the least intrusive and most effective means of achieving the intended purpose.
Advantages: 
Timeliness and cost effectiveness 
· Reduces time from initial incident to initial investigation as request is digital, officers do not need to travel to collect the data
· Enables simultaneous and multiple requests for data and data provision 
Security Measures
Appropriate technical and organisational measures are in place, including:
•	Secure, encrypted upload process
•	Unique access links
•	Secure police-managed evidential storage
•	Role-based access controls
•	Audit logs of uploads and access
These measures align with Cumbria Constabulary information security standards.
Privacy Risks Identified
Potential risks include:
•	Upload of excessive or irrelevant personal data
•	Inclusion of third-party personal data without their awareness
•	Unauthorised access if a link is misused or forwarded
Risk Mitigation
The following mitigations are in place:
•	Clear guidance provided to the public regarding appropriate use of the link and the intended purpose
•	Use of secure, unique links
•	Restricted access to authorised personnel only
•	Compliance with force data protection and information management policies
•	Secure deletion once data is no longer required
Residual risk is considered low and proportionate to the policing purpose.


	2.14 Has consideration been given to the Data Ethics Framework? 
The Data Ethics Framework builds on the core values of the Police Code of Ethics - honesty, integrity, confidentiality, equality and diversity - to encourage ethical data use to build better services and inform policy. 
  

	Yes, and there are no contraindications linked to Transparency, Accountability, Fairness, Privacy, Safety, Societal impact and Environmental sustainability. 
There are no trade-off circumstances at this time. 



	2.15 Does the tool/ system use artificial intelligence (AI) 
If the Tool or System you are seeking to implement uses Artificial Intelligence, there are a number of other considerations (technical validity/ operational deployment/ legal/ ethical) that will need to be considered and documented prior to procurement/ implementation of the system.
☐ Yes ☒ No    
Click here to enter text.
If Yes please complete Annex A – AI DPIA Insert

 




	Section 3 – Lawful Basis   

	3.1 Lawful Basis
To process personal data you must have a lawful basis and these are reliant on whether the data being processed is Operational Data or Administrative Data. Please select the one appropriate lawful basis from those detailed below.



	Lawful Basis for Operational Data (Personal data processed for law enforcement purposes): 

	☒	Necessary for a law enforcement purpose

	☒	Consent by the Data Subject (refer to guidance on consent)



	Lawful Basis for Administrative Data (Personal data processed for non-law enforcement purposes, e.g. for HR or Commercial purposes):

	☐	Necessary for the performance of a contract to which the data subject is party or in order to take steps at the request of the data subject prior to entering into a contract

	☐	Necessary for compliance with a legal obligation to which the controller is subject

	☐	Necessary for the purposes of the legitimate interests of the controller or a third party

	☐	Necessary to protect the vital interests of a data subject or another person

	☒	Necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller

	☐	Consent has been given by the Data Subject for the processing of their personal data for one or more specific purposes



	3.2 Further Special Category Lawful Basis
If processing special category data (section 2.3) you must identify a further lawful condition

	Operational Data: 
The processing is strictly necessary (please tick to confirm)  ☒

	AND

	One of the following conditions applies (select from the list):

	☒	Statutory Purpose

	☒	Justice

	☐	Vital interests

	☒	Safeguarding children and individuals at risk

	☐	Data made public

	☐	Legal claims

	☒	Preventing Fraud

	☐	Archiving

	Administrative Data:
It is necessary for one of the following conditions (select from the list):

	☐	Employment

	☐	Health

	☐	Vital interests

	☐	Data is already public

	☐	Legal claims

	☐	Explicit consent



	OR



	It is in the substantial public interest (tick to confirm)  ☒

	AND 

	for the following purpose:

	☒	Statutory function

	☒	Administration of Justice

	☐	Equal opportunities or treatment

	☐	Racial and ethnic diversity at senior levels

	☒	Preventing or detecting unlawful acts and protecting the public against dishonesty, malpractice, unfitness, or incompetence

	☒	Preventing fraud

	☒	Safeguarding children

	☐	Insurance

	☐	Occupational pensions



	Step 4 – Screening Questions

	The below are a number ‘high risk’ factors when processing personal data. 

Saying ‘yes’ to questions 1-12 indicate that a DPIA is required. For questions 13-18, a DPIA should be considered

	Does the processing involve:
	If ‘Yes’ then please provide further details:

	1.
	[bookmark: Systematic][bookmark: Extensive][bookmark: Autodecision][bookmark: profiling][bookmark: Example1]Systematic? and extensive? profiling? or automated decision-making? to make significant? decisions about people 
(Hover for examples)
	
No

	Click here to enter text.


	2.
	[bookmark: largescale]Use of special data? or criminal offence data on a large scale?
(Hover for examples)
	
 No

	Click here to enter text.


	3.
	Systematic? monitoring of a publically accessible place on a large scale?
(Hover for examples)
	
No

	Click here to enter text.


	4.
	[bookmark: NewTech]New technologies? or novel application of existing, innovative technologies
(Hover for examples)
	
No

	Click here to enter text.


	5.
	[bookmark: Example5]Use of profiling?, automated decisions? or special data? to make decisions about access to a service, product, opportunity of benefit
(Hover for examples)
	
No

	Click here to enter text.


	6.
	Carrying out profiling? on a large scale?
	
No

	Click here to enter text.


	7.
	[bookmark: Biometrics][bookmark: Genetic]Processing of biometric? or genetic? data
(Hover for examples)
	
Yes

	Click here to enter text.


	8.
	[bookmark: DataMatch][bookmark: Example7]Data matching?:
(Hover for examples)
	
No

	Click here to enter text.


	9.
	Processing personal data without providing a privacy notice directly to the individual?
(Hover for examples)
	
No

	Individuals will not be aware who is registered as part of the connect process, however Cumbria constabulary have a privacy notice on the website documenting our use of data. 

	10.
	Tracking? individuals location or behaviour
(Hover for examples)
	
No

	Click here to enter text.


	11.
	Targeting of children’s personal data through marketing, profiling, automated decision-making or the offering of online services.
(Hover for examples)
	
No

	Click here to enter text.


	12.
	Risk of physical harm in the event of a security breach?
(Hover for examples)
	
Yes

	If data was breached and the details of providers of CCTV footage and images were made public, there MAY be a risk of the provider being identified and negative response by another subject to investigation. 


	13.
	Evaluation or scoring?
	
No

	Click here to enter text.


	14.
	Processing which decides on access to services or opportunities
	
No

	Click here to enter text.


	15.
	Use of sensitive data or data of a highly personal nature
(Hover for examples)
	Yes
	The footage captured may contain sensitive data



	16.
	Systematic? monitoring
	
No

	Click here to enter text.


	17.
	Processing on a large scale?
	
No

	Click here to enter text.


	18.
	Use of data concerning vulnerable people
	
Yes

	Potentially there may be vulnerable people identified as a result of the material received. 





	Step 13: Outcome and Review

	Item
	Name/Date
	Notes

	Solutions approved by:
	T/ACC Patrick 05/03/26
	Integrate actions back into the project plan, with date and responsibility for completion.

	[bookmark: Highrisk]Residual risks approved by:

	T/ACC Patrick 05/03/26
	If accepting any residual high risk, the ICO must also be consulted before commencing processing.

	Forward DPIA to the Data Protection Officer (DPO) for advice via e-mail:


	Data protection advice provided by:
	HW 03/03/2026
	Data Protection should advise on compliance, Step 9 measures, and whether processing can proceed.

	Summary of DP advice:
I happy the data protection principles have been considered and documented. I am satisfied that the risks associated with the processing activities have been considered and understood and that appropriate data protection and privacy risk management strategies will be put in place.  



Please forward the completed form to the Data Protection Officer – 
DP@cumbria.police.uk 
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Register your cameras

The Connect Cumbria registry is a secure platform where you can register
your CCTV and doorbell cameras.

By registering, you can help Cumbria Police identify potential CCTV or video
evidence following an incident. Register today and help keep your
communty safe.

Privacy

+ Cumbria Police will not have access to your cameras.
+ We will only be able to view the location of registered cameras.

« We willlook at locations only if there's been an incident nearby and
footage can help support our investigations.

Learn more about the camera registry
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What happens if there has been an
incident

If an incident happens where your video evidence may help in an
investigation, an officer from Cumbria Police will contact you and send you
an email or text with a link for you to upload the relevant footage to our
system.

You will be in control of your CCTV and doorbell cameras and of any
footage you provide to the police.

Thank you for helping us keep Cumbria safe.




