


[image: A logo of a company

Description automatically generated with medium confidence]


Data Protection Impact Assessment – Stage 2

	Project Proposal Name: Deployment of Live Facial Recognition (LFR)
	



This is an interactive document with drop-down menus, lists and tips.
 
You will also find further clarification and assistance where you see an ‘s’. This clarification will be provided when you hoover over the ‘s’. As you hoover over it will also prompt you to ctrl & click to follow a link. There is not a link to follow just the description provided as you hoover over for calcification and assistance. 

How to complete this form (Click the triangle to expand)
In this stage of the DPIA process you must provide full details about the context, necessity, proportionality and risks associated with the proposal. It will supplement the information provided in the DPIA screening document.

The aim of this process is to identify and mitigate risks and to consult the ICO (before processing commences) where residual risks to individuals are high.

Data Protection legislation and ICO set out essential requirements that must be addressed within DPIA. These are incorporated into the form, so it is vital that you fully complete every step (where relevant).

Please provide as much detail as possible, avoiding technical language and acronyms, explaining the proposal in a way that someone with no prior knowledge could easily understand. 
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	Data Protection Impact Assessment (DPIA) – Stage 2

	Please provide as much detail as possible, avoiding technical language and acronyms, explaining the proposal in a way that someone with no prior knowledge could easily understand. Please read the appropriate factsheet(s) prior to completing the templates. Factsheets are available from the Managing Our Data and Information (sharepoint.com)
· DPIA Factsheet #1 – Introduction
· DPIA Factsheet #2 – Completing a DPIA - Stage 1 Form
· DPIA Factsheet #3 – Completing a DPIA - Stage 2 Form
· DPIA Factsheet #4 – Assessing Data Protection and Privacy Risks
· DPIA Factsheet #5 – FAQ
· DPIA Factsheet #6- Information Risk



	Section 6 - Impact

	Expanding upon the purpose outlined in Section 2.1 of stage 1, please detail the intended effect of the processing on: the Constabulary; the data subjects; and society/the general public
Describe the benefits and disadvantages to each of the above.
 

	The technical operation of LFR comprises the following eight stages: 

Compiling/using existing database of images: The LFR application requires a watchlist of reference images against which to compare facial images from the CCTV feed. For images to be used for LFR, they are processed so that the ‘facial features’ associated with their subjects are extracted and expressed as numerical values (a Biometric Template). Cumbria Constabulary Deployment of LFR Policies outline considerations relevant to lawfully compiling a watchlist including determining which persons may be on a watchlist and the sources of watchlist imagery. 

Facial image acquisition: A CCTV camera takes digital pictures of facial images in real time, capturing images as a person moves through the zone of recognition and using it as a live feed. The siting of the CCTV cameras, and therefore the LFR deployment location is important to the lawful use of LFR. The Cumbria Constabulary LFR Policies and procedure’s provide considerations relevant to the locations Cumbria Constabulary may select to deploy the cameras when using them for LFR. 

Face detection: Once a CCTV camera used in a live context captures footage, the LFR software detects individual human faces.
 
Feature extraction: Taking the detected face the software automatically extracts facial features from the image, creating the Biometric Template.

Face comparison: The LFR software compares the Biometric Template with those held on the watchlist. 

Matching: When the facial features from two images are compared the Van LFR application generates a similarity score. This is a numerical value indicating the extent of similarity, with a higher score indicating greater points of similarity. A threshold value is set to determine when the Van LFR software will generate an alert to indicate that a possible match has occurred. Trained members of police personnel will review the alerts and make a decision as to whether any further action is required. In this way, the Van LFR application works to assist police personnel to make identifications rather than acting as an autonomous machine-based process devoid of user input. 
The Threshold Value Cumbria Constabulary will be utilising for the LFR Vans is 0.64, this is above the threshold recommended to minimise false positive matches and allow greater confidence in matches made. 
This is in line with the recommendations as laid out by the College of Policing (CoP) Authorised Professional Practice (APP) for facial recognition and the established best practice currently in use at existing pilot forces (The Metropolitan Police and South Wales Police).
Engagement Officer consideration of matched images Once an alert has been generated, Engagement Officers who are trained on LFR use will assess the relevant candidate image against the relevant Watchlist image and make a decision as to whether they consider the match to be viable, and if so whether any further action is required.

LFR data destruction Where an alert is not generated, the biometric templates created in respect of members of the public whose images have been captured by LFR are immediately and automatically deleted.
Where the LFR system generates an alert, the biometric template is deleted as soon as practicable and in any case within 24hrs except to the extent that: 

Watchlists 
Cumbria Constabulary have a number of different watchlist criteria in line with the current APP for LFR deployment. All watchlists fall into the categories stipulated in the Cumbria Constabulary LFR procedure’s (the “a-f” - as laid out below). 
Each watchlist is created no more than 24 hours in advance of a deployment but should be refreshed as 
close as possible prior to any deployment to ensure the information is as up to date as possible. 

The watchlist is bespoke for every deployment, limited to the size needed to meet the policing purposes 
identified and the rationale for the make-up of the watchlist, must be intelligence-led, justified, 
proportionate and necessary, with the nature of the watchlist recorded prior to each deployment. The 
criteria for constructs of watchlists must be approved by the Authorising Officer (AO), with any images 
included being specific to an operation or to a defined policing objective and only when less intrusive 
means of location have proved unsuccessful. Any images for inclusion on a watchlist, must also be 
limited to the categories of image of people who are: 

a) wanted by the courts; and/or 
b) suspected of having committed an offence, or where there are reasonable grounds to suspect 
that the individual depicted is about to commit an offence or where there are reasonable grounds 
to suspect an individual depicted to be committing an offence; and/or 
c) subject to bail conditions, court order or other restriction that would be breached if they were at 
the location at the time of the Deployment; and/or 
d) missing persons deemed increased risk; and/or 
e) presenting a risk of harm to themselves or others. 
f) a victim of an offence or a person who the police have reasonable grounds to suspect would 
have information of importance and relevance to progress an investigation, or who is otherwise a 
close associate of an individual and that individual would fall within people wanted by the courts 
and presenting a risk of harm to themselves or others.

Watchlist composition will be restricted to individuals suspected to be in the proximity of an area, and 
therefore, where there is some possibility or likelihood of an individual passing through an LFR 
deployment. However, an AO may deem it necessary and proportionate to authorise the inclusion of 
people wanted for the most serious offences to be included in a watchlist, even though there may not be 
specific intelligence to say where the person of interest might be found. 

Watchlists can be amended during a deployment with the ability to manually delete persons, i.e. 
following a true alert and engagement, the subject can be removed from the watchlist to prevent any 
duplication of alerts and therefore remove the risk of multiple engagements. 

Each deployment of Live Facial Recognition will be subject to a full AO pre-deployment authorisation 
report which will clearly define the strictly necessary argument for processing personal data, along with 
setting out clearly, the case for the deployment’s compliance with the College of Policing’s Authorised 
Professional Practice of being targeted, intelligence led and time bound and geographically limited. That 
document should be read in conjunction with this DPIA for a full understanding of the specific processing, 
risk assessment and mitigations applied.

Watchlists can be created from any Cumbria Constabulary owned data set including, but not limited to, Custody, Crime, Intelligence and Safeguarding. The locations of general deployments will be based on analysis of crime hotspots rather than any subjectively chosen areas; this will be monitored through Ops Board to identify any trends and to assess whether the deployment of LFR itself has had any impact on crime rates in these areas.

Targeted deployments can include large scale events such as football matches, political conferences, 
music festivals, therefore, the locations of these deployments will be determined based on where they are 
held. The use of this technology is necessary to ensure that Cumbria Constabulary is able to effectively and efficiently locate and identify persons of interest who may pose a threat to themselves or wider society. By not optimising the latest advancements in facial recognition technology, Cumbria Constabulary is less effectively, able to deliver its law enforcement functions and protect the public from harm. 
In general, the Zone of Recognition will be smaller than the field of view of the camera; for example, not all faces in the field of view may be in focus and not every face in the field of view will be imaged with the minimum necessary Inter-Eye Distance (IED). 
The lawfulness of using facial recognition in policing was considered in the case of R (Bridges) v Chief Constable of South Wales [2020] EWCA Civ 1058 in which the Information Commissioner’s Office and the Surveillance Camera Commissioner were Interested parties. This also dealt with considerations in relation to interference with Art 8 ECHR, and the Public Sector Equality Duty in relation to the NeoFace Algorithm.  The principles set out in that judgment have been applied in the Policies and process of deploying LFR in operational environments.
The powers of the Police are established in common law.  The exercise of these powers should be necessary, proportionate and compatible with human rights and equalities legislation. The misuse of police powers is not normally a criminal offence but is a failure to uphold the policing standards of professional behaviour.

The following principles will be adhered to during an LFR deployment:

i. except in exceptional operational cases, where doing so would undermine objectives or operational imperative of the deployment (for example, in cases of urgency or where it would compromise other policing tactics), the public should be notified of LFR deployments in advance.

ii. Measures should also be taken during the deployment to ensure the policing presence is overt such that the public can establish that LFR is being used and understand the nature of the data being processed. In addition to the use, uniformed officers and marked vehicle(s), other steps for applicants to 
consider in the context of their proposed deployment location include the use of signage placed in advance (outside) of the Zone of Recognition and/or the provision of information leaflets.

iii. In considering the level of awareness raising measures, whilst a baseline needs to be maintained to ensure that any deployment is overt, the objectives for the deployment and its use of a policing tactic will also be relevant if the policing need to deploy is to be realised. For example, unduly extensive 
signage may undermine the effectiveness of a deployment seeking to locate persistently outstanding offenders. By comparison a deployment seeking to protect a site or particular event may merit multiple levels of signs and the proactive distribution of leaflets to deter criminality.

iv. If a person decides not to walk through the Zone of Recognition this action does not in itself justify the use of a policing power. Cumbria Constabulary staff deployed must be accountable for their own actions and must exercise their powers in accordance with the law and the Code of Ethics.

v. Any member of the public who is engaged as part of an LFR deployment should, in the normal course of events, also be offered an information leaflet about the technology. Any person who requires further information relating to LFR should be provided with contact information for the Cumbria Constabulary Professional Standards Department.




	Section 7 – Information Lifecycles

	7.1 Diagrams and Tables   
Please insert a diagram or table that demonstrates the flow of data within this proposal. You should reflect the information lifecycle.

	
	LFR Deployment Specific Documents and Records 

	LFR Application 
	Sets out the details of a proposed deployment including location, deployment style, number of LFR assets to be deployed, dates/times, legitimate aim, legal basis, necessity, proportionality, safeguards, Watchlist composition, and resources. 

	Written Authority 
Document 
	The Authorisation Officer’s (AO) Written Authority provides a decision-making audit trail demonstrating how the AO has considered the legality, necessity and proportionality of the Deployment of LFR, the safeguards that apply and the alternatives that were considered but deemed to be less viable to realise the policing purpose.
The Written Authority also details the arrangements that have been made to manage the retention and/or disposal of any personal data obtained as a result of the LFR Deployment. 
The Written Authority Document must be retained in accordance with relevant legislation or Policies and be made available for independent inspection and review as required. 



	LFR Deployment Record 
	Records details of where and when a Deployment was carried out, what resources were used, relevant statistics, outcomes and summary of any issues. 

	

Assessments 
	These include the Community Impact Assessment, the Equality Impact Assessment, the Data Protection Impact Assessment, and the Surveillance Camera Commissioner’s Self-Assessment. 
These documents need to be considered by the AO when authorising a Deployment to ensure they are sufficient to address the issues arising from the proposed Deployment.  
The AO must ensure that issues have been adequately identified, documented, and mitigated by way of safeguards such that the Deployment is not only necessary, but also proportionate to the policing purpose. 

	Deployment Logs 
	Logs completed in the planning and execution of an LFR 
Deployment. For example, logs completed by the Gold and Silver Commanders, LFR Operators and LFR Engagement Officers. 

	Community Impact Assessment
	The CIA must be completed by the local NPT supervision.







	7.2 Provide a full description of the information lifecycle 
For further information about the Life Cycle Model please visit our intranet site.

	[image: ][image: image]

	Stage of Processing
	Description

	Collection
Where does the data originate from, who will collect it, how will it be obtained and how often?
	The exact amount of data is difficult to estimate and depends on a variety of factors during a deployment which affect the number of persons passing the camera zone of recognition and having a biometric template taken. These factors include location, camera positioning, time of day and duration of deployment.
Where multiple images of a subject are available; consideration should be given to including these in the Watchlist where it is advised that they will improve the likelihood of locating those of interest.

A watchlist of predefined images generated from police systems is loaded into the software ahead of a deployment, from which biometric templates are created from the images. The watchlist is compiled from data already held by Cumbria Constabulary through lawfully held images such as custody images of individuals and/or obtained from other means, which could be family/friends for high-risk & medium risk missing persons, social media profiles and from the police evidence gathering team or additional sources if required for a particular operation. 
There will be occasions where no image is held by Cumbria Constabulary or the wider law enforcement community, or if one is held, its quality or currency is not optimal for facial recognition purposes. In these circumstances, consideration may be given to the inclusion of non-police originated image.

Live CCTV system(s) which capture the images of individuals passing through the zone of recognition. When an individual’s image is captured via the CCTV feed, the LFR system will carry out “facial extraction” and create a biometric template from the facial image. Faces per frame - a configurable setting within the software that determines the number of faces that can be analysed by the LFR application in each video frame. – Cumbria Constabulary will be using the standard 10 faces per frame rate of analysis on operations; this can be increased however will impact speed of matches being made.

Trained members of police personnel will review the alerts and decide as to whether any further action is required. In the event that a trained officer decides to engage with a data subject following an alert, this will be carried out in the usual professional policing manner.

Blue Watchlist: A “blue watchlist” will also be created.
This is a “test” watchlist that comprises known persons that can be used to test system performance. This will consist of police officers / staff, who will be ‘seeded’ into the crowd and will walk through the Zone of Recognition at the start of a every deployment to measure the True Recognition Rate.

Data collected for LFR Ops
Deployment record - the written authority document and the LFR cancellation report which details the date & time the operation was stood down. This sets out the details of a proposed deployment including – but not limited to: 
a. location 
b. dates and times 
c. deployment and watchlist rationale 
d. legal basis 
e. necessity 
f. proportionality 
g. safeguards 
h. watchlist composition 
i. authorising officer 
j. resources 
k. relevant statistics 
l. outcomes 
m. summary of any issues

Register of Deployments 
Any deployment of LFR must be recorded on a centrally held register. This register will record: 
a) name and rank of the AO and command team. 
b) date, time, duration, and locality of Deployment. 
c) watchlist composition statistics (not including any personal data).
d) number of Alerts, broken down as True Alerts and 
False Alerts, including: 
(i) perceived age range
(ii) perceived sex
(iii) perceived race (by reference to Policing IC Code)
e) number of engagements and their results.

Post-Deployment
A record of deployments will be published on Cumbria Constabulary’s website. This will confirm for each Deployment: 
i. Deployment location 
ii. Date of the Deployment 
iii. Duration of the Deployment 
iv. Whether the Deployment was to a crime hotspot, 
missing person hotspot, to support a PSO and/or 
following specific intelligence. 
v. Watchlist size 
vi. The minimum threshold setting. 
vii. Total Alerts 
viii. The number of Confirmed True Alerts and 
Confirmed False Alerts, 
ix. The number of unconfirmed True Alerts and False 
Alerts, 
x. The False Alert Rate 
xi. Estimated faces passing the LFR system.



	Storage
Describe where and how the data is to be stored.
If cloud storage location of servers etc
	The Van LFR system will operate on a standalone server on a laptop. The computer hosting the LFR system will not be connected to the main Cumbria Constabulary network. The main LFR system is hosted by GMP. 

The Watchlists including images will be stored on Cumbria’s dedicated LFR File in the intel evidence drive to which officers and staff have access. The system is auditable and training provided around unlawful access to information. From the secure network drive, the watchlist will be copied to a secure, encrypted USB device; our encrypted USB drives are XTS-AES256. The download of the watchlist to the USB device will take place on Cumbria constabulary premises. 

The watchlist will be uploaded to the computer. The content of the USB device will be deleted immediately after the watchlist has been downloaded into the LFR system. The USB device will then be stored in the key safe within the vehicle. The USB will have an audit trail of deployment paperwork and will need to be signed in and out by officers responsible for completing each stage of the data transfer of the watchlist from Cumbria constabulary network to the LFR system. Access to the USB device containing the Watchlist is limited to those with a need to use it, who have completed Cumbria constabulary’s LFR training. 

There is a procedure for the handling of the USB which covers all security arrangements.

Watchlists - Watchlists are storage locally on the LFR system during the course of the Deployment. Watchlists, images and associated metadata are deleted at the conclusion of the Deployment, or within 24 hours.

No Alert generated – No images, personal data, Biometric Templates or associated metadata are retained by the LFR system. Where no Alert is generated, the data is automatically and immediately deleted by the LFR system with no means of recovery.

Possible Match Alert – Data relating to a Possible Match is retained on the LFR System for the duration of the Deployment and then deleted. No data is retained beyond the conclusion of the Deployment, or 24 hours as a maximum.



	Use
Describe how the data will be used. 
· [bookmark: Novel]Will it involve new technology or novel processing s
· [bookmark: Profiling]Will involve Profiling/Automated decisions s
	Facial recognition technology is not automated decision making – police officers and trained operators will always make the decisions about whether and how to use any suggested matches.

	[bookmark: Access]Accesss
Describe who has access to the data throughout the life of the processing
	Physical access to the Van LFR System is limited to specific devices licenced for LFR use. These devices are controlled and managed by the Intelligence Team in Cumbria Constabulary and are only available to authorised officers.
Operating staff will all be vetted and cleared to at least MV/SC level. Access is only granted to users following completion of training.

Operators: Operators who are utilised on Deployment have completed the mandatory training and are in compliance with any mandatory refresher training at appropriate intervals. These Officers have permission to upload pre-authorised Watchlists, remove individuals from a Watchlist where the LFR Commander or AO has authorised their removal, and to undertake the process of Adjudication of Possible Matches. 

Facial Recognition Administrators: This is a role-based access provided to a limited number of specifically vetted Officers and staff. These persons will have authorities to make amendments to the Facial Recognition system where specific authority is given and any amendments will be logged and referred to the Facial Recognition Programme Board at the earliest opportunity for agreement or in the event of urgent action being required, escalated to the Senior Responsible Officer for ratification.

Data security – The LFR system includes a number of physical and technical security measures. 
These include: - 
• The transfer process for any Watchlist created is detailed in Cumbia Constabulary LFR Deployment Process Standard Operating Procedures document which ensures all activities, data management and handling of the hardware is carried out in line with agreed processes by all operatives. 

• Images are transferred onto the Van LFR system via a USB device using an XTS-AES256 encrypted; this transfer mechanism is required as the LFR software will be installed on a standalone server which is not connected to the main Cumbria Constabulary infrastructure. 

• The Van LFR system is a closed-circuit TV system that implements defences in depth principles to 
protect the application and related data.

• The Van LFR system is physically protected when in use and securely wiped following each 
Deployment

	Recording
Describe the processes for recording the data 
	Cameras must be selected so that the image resolution, framerate, field-of-view and low-level light performance can provide images of sufficient quality for use in the facial recognition application.  Current FR systems typically require a facial image with between 20 and 100 pixels between the centres of the subject’s eyes (Inter-Eye Distance or IED)


	Processors
· Describe the use of processors. If a third party is being used, then is a data processing contract in place to regulate the relationship? 
· Will the data be processed outside of the UK or the EU?
	VAN LFR- NEC Software Solutions’ processing of data for the purposes of fulfilling their contractual obligations as the supplier of the LFR technology will be governed by data processing conditions included with the contract. This is a contract between GMP (as lead force) and NEC

It is not anticipated that any data will be transferred outside the UK as part of routine LFR activities. In rare scenarios, there might be circumstances in which it is necessary to share data with international law enforcement agencies for a strictly necessary purpose where an individual is a person of interest
☒ Processor(s) used     ☐ No Processor used
Compliance: Standard contractual clauses included
Transfer: Inside of UK


	Sharing
· With which external organisation(s) is the data shared, what data is shared, and why?
· Describe any sharing that will occur within Cumbria Constabulary.
· Outline any national and international sharing or processing.
	Cumbria Constabulary will not routinely share any personal information processed during its LFR activities with external parties. However, should the LFR system generate an alert, the subsequent process might typically involve Cumbria Constabulary personnel using policing databases and other intelligence systems to carry out any further action. This subsequent action could possibly result in Cumbria Constabulary sharing personal data with other police forces, law enforcement agencies and / or partners in accordance with routine information sharing arrangements, depending on the unique set of circumstances attributed to the individual in question. No specific details about individuals will be publicly shared on Cumbria Constabulary’s website, only statistical information relating to the deployments The deployment record or written authority record will not be shared publicly on Cumbria Constabulary’s website; however, the deployment statistics and Register of Deployment will be published following each deployment.

All record types, laid out above, are subject to disclosure to the Deputy Mayor's office, Independent Office of Police Conduct (IOPC), The Biometrics and Surveillance Camera Commissioner and the Information Commissioner’s Office should the need arise through complaint or auditing processes and Procedures.


BlueWatchlist - The images of those who have signed the consent form are held on a GMP shared database (within the LFR MS Teams area) which will have restricted access permissions; this will be stored centrally to allow it to be updated as necessary. Each LFR Operator will have to sign an explicit consent form when they attend their LFR training, which will be stored in the private LFR Teams channel. A spreadsheet will show when each operator completed their training which will be reviewed every 12 months. Consent can be withdrawn at any time.



	Review, Retention and Disposal 
· Will a retention period be applied to the data? 
· If yes, how long will you keep the data?
· If yes, describe the process for review and disposal of data, including when, how and who.
	☒ Yes   ☐ No   ☐ Not sure  
(if no/not sure, add as risk)

The Biometric Templates created by the system during the deployment via the CCTV footage which are not deemed a possible match against the watchlist and do not create an alert will be automatically deleted by the Van LFR system. 

Where there is a Possible Match, this will generate an Alert, which is displayed to the LFR Operator. If a Possible Match is made, three thumbnail images will be saved within the application along with the related metadata. The first is the Candidate image, the second is the face extracted from the CCTV and the third being the CCTV frame from which the Probe Image was extracted.

Where the Van LFR system generates an Alert, all related personal data is deleted once the deployment is convened (within 24 hours). except to the extent that: 
(i) Personal data is retained in accordance with the Data Protection Act 2018, PIRM 2023 and the Criminal Procedure and Investigations Act 1996. 
All CCTV footage generated from LFR Deployments is deleted within 31 days, except to the extent that the footage is retained: 
(i) in accordance with the Data Protection Act 2018, PIRM 2023 and the Procedure and Investigations Act 1996. 
(ii) in accordance with an approved programme of testing in order to provide for the continued evaluation of the LFR system using operationally realistic data in line with the ongoing nature of the Public Sector Equality Duty - any requirement to retain the CCTV footage for longer than 31 days will be subject to an approved DPIA for such testing and arrangements to ensure data subjects are informed as to the arrangements that will apply to the use and retention of such data.

Watchlists and associated metadata are deleted as soon as reasonably practical after a deployment or at the latest within 24 hours of the conclusion of the deployment. 
LFR Operator and Engagement Logs are retained in line with the retention periods. Each deployment will have its own deployment log with a unique reference number which is signed out and signed back in. 
The retention of the three specific records (deployment record / Authority record, the Register of Deployment and the deployment statistics) are retained indefinitely. 
The specific information held on the post-deployment register relating to any arrests or engagements, will contain personal data such as, nominal reference number, the offence, gender and ethnicity
 This is namely statistical and only accessible to the approved LFR team, who have undertaken training, and the data is pseudonymised. Staff would be required to access other Cumbria Constabulary systems with the nominal reference number to reveal the individual’s identity.

Blue Watchlist- will be retained indefinitely and reviewed on an annual basis, to ensure that the consent remains current and relevant. The Blue Watch List images will be stored indefinitely, for training and quality assurance purposes.

	Disposal 
Describe the process for disposal of data, including when and how.
	Watchlists within Cumbria Constabulary infrastructure are updated every 24 hours meaning the data held within them remains up to date. 
Biometric data created by the system during a deployment via the CCTV system will be automatically deleted if there is no match to data on the watch list, and at the end of the deployment if there is a match.
 The watchlist data and the accompanying biometric data created from the watchlist used for the deployment will be manually deleted by an LFR operator immediately following the conclusion of a deployment. 

All CCTV footage generated from LFR Deployments is automatically deleted on Evidence.com within 31 days, except to the extent that the footage is retained: 
in accordance with the Data Protection Act 2018, PIRM 2023 and the Procedure and Investigations Act 1996. 
in accordance with the GMP’s complaints / conduct investigation policies. 
in accordance with an approved programme of testing in order to provide for the continued evaluation of the LFR system using operationally realistic data in line with the ongoing nature of the Public Sector Equality Duty - any requirement to retain the CCTV footage for longer than 31 days will be subject to an approved DPIA for such testing and arrangements to ensure data subjects are informed as to the arrangements that will apply to the use and retention of such data.

	Accuracy 
· If files are to be converted, explain how.
· Will accuracy be verified?
	There is no conversion as part of the process, police officers and trained operators will always make the decisions about whether and how to use any suggested matches. If data held on police systems/ the watchlist are found to be inaccurate it will be amended. 

There are two key metrics that determine the ‘accuracy’ of an LFR application and a third that details the time taken to generate an Alert. These are detailed in the below paragraphs. 
True Recognition Rate (TRR)
The number of times when individuals on a watchlist are known to have passed through the zone of recognition and the LFR system correctly generated an alert, as a proportion of the total number of times when these individuals passed through the zone of recognition (regardless of whether an alert is generated).
This metric can only be generated by ‘seeding’ known subjects (for example police officers or staff) into a Blue Watchlist and measuring the number of times those subjects are present in the Zone of Recognition against the number of Alerts generated. Users of FR systems (and vendors) must not focus so closely on maximising this metric, that they increase the False Alert Rate to inappropriate levels. 
False Alert Rate (FAR) 
There are two types of False Alert Rate (FAR) measurements. The first is the System FAR, which is the number of False Alerts generated as a proportion of the total number of subjects processed by the LFR application. The second is the Operational FAR, which is calculated in the same way, but is measured after the LFR Operator has reviewed the output from the LFR application and dismissed LFR application Alerts assessed by the LFR Operator as false. 
All of the TRR and FAR metrics should be recorded and reported. Operational experience to date suggests that in most scenarios the FAR should be 0.1% or less (i.e. less than 1 in 1000). It should be noted that the FAR is greatly affected by the number of subjects processed by the LFR application, and to a lesser extent, the size of the Watchlist. This is a key reason why the number of persons included on the Watchlist needs to be kept as small as possible, whilst still meeting operational objectives. 
It should also be noted that the configurable threshold (the point at which two images being compared will result in an Alert) will have a direct impact on the TRR and FAR. The threshold needs to be set with care so as to maximise the probability of returning correct Possible Matches, whilst keeping the number of False Alerts to acceptable levels. 
Recognition Time (RT)
A third important metric is the Recognition Time (RT). Note that the actual amount of time taken to act on an Alert will always be longer than the RT as additional time is needed for the LFR Operator to assess the Alert and to pass to an LFR Engagement Officer to then make a final decision on whether to Engage or not. 
The RT must be sufficiently small that an effective response to an Alert is possible before the subject has moved too far from the point where the initial Alert occurred. High resolution video cameras with multiple faces in each frame will require significant processing power if the RT is to be fast enough to enable a real-time response. 




	7.3 Assets
Describe the assets that you intend to use.

	Asset
	Description

	Hardware
	CCTV Camera 

Ongoing confidentiality, integrity, availability and resilience

	Software

	LFR


	
	
Ongoing confidentiality, integrity, availability and resilience    If more than one, type here.


	USB/Disk





	USB
	

	
	
Encryption    If more than one, type here.


	Cloud storage

	Cloud storage 


	
	Ongoing confidentiality, integrity, availability and resilience If more than one, type here.



	Section 8- Scope and context of the processing

	8.1 What type of processing will be involved?  (Please select below)

	☒ Personal data processed for law enforcements(operational) purposes
☒ Personal data processed for general (non-law enforcement / administrative) purposes

	8.2 Your relationship with the individuals

	· Are the individuals likely to expect the processing?
	☒  Yes    ☐  No  (if no, add as risk)

	· Will the individuals have any control over their data?
	☒  Yes    ☐  No  (if no, add as risk)

	8.3 Common Law Duty of Confidentiality & Human Rights Impact

	· [bookmark: confidentiality]Does a duty of confidentiality? exist?
	☐  Yes    ☒  No  (if yes, add as risk)  

	If yes, what is your justification for overriding the duty of confidentiality?
	Choose an item.
Click here to explain why.

	· [bookmark: HumanRights]Does the sharing impact on Article 8 of The Human Rights Act??
	☒  Yes    ☐  No  (if yes, add as risk)  

	If yes, why is the interference necessary?
	Prevention of disorder or crime
Click here to explain why.

	8.4 Fairness and Transparency

	The first data protection principle requires the sharing to be lawful, fair and in a transparent manner. Receiving transparent communication about their personal data is also an individual’s right.  We must only use personal data in ways the individual would reasonably expect and not deceive or mislead people.


	How will you provide privacy information to individualss
	☒  Leaflet  ☐  Form     ☐  Pop-up message 
☐  Video    ☒  Website  ☐  Web page
Click here if other.

	[bookmark: restriction]Restricting Transparency?
(Law Enforcement only) 
Will you still tell people that this right has been restricted, the reasons why, that they can make a request or complaint to the ICO or apply to a court?
	
☐  Yes    ☐ No (if no, add as risk)  or
☒  Providing this detail would undermine the policing purpose.



	Section 9 – Consultation

	You should consider seeking the views of data subjects unless there’s good reason not to. If it’s not appropriate to consult, then you must clearly document the reasons why. For example, if the processing is taking place without the knowledge of data subjects and consultation would prejudice a law enforcement purpose then you should make this clear. If the processing involves staff data, then consider consulting them or their representatives.

	9.1 Do you intend to consult data subjects?

	☐	Yes
If yes, then outline your plan in Section 9.2 below together with details of consultation with other stakeholders.

	☐	No
If no, then outline why this is the case. Once completed, outline whether you will consult any other stakeholders in Section 9.2 below.
	If no, provide rationale.



	9.2 Consultation Action Log
Tick which stakeholders you will/have consult(ed) then explain what steps you will take, or have taken, to consult them, providing their views on the project/system (outcome).

	X Data subjects
☐ Union representatives
X Information Security
X Legal / PSD
X Partner agency/other force 
X Independent Advisory Group			
X OPCC	
X Information Commissioner
X Data Protection
☐ Other	



	Who
	When
	How
	Outcome

	ICO
	20th August 2025
	ICO published a blog on with their audit of South Wales Police and Gwent Police around use of facial recognition technology
	Provides details on areas of assurance and areas for improvement revealed by the audit summary to be considered by police forces when using FRT. 

	Data protection
	Ongoing throughout process
	Phone call, meetings emails, document consultation 
	Feedback and advice to ensure the processing is compliant with legislation and any risks are considered and mitigated where possible.

	Information security
	Ongoing throughout process
	Emails, Phone calls, Meetings, document consultation 
	Feedback and advice to ensure the security is compliant and any risk points are understood.

	Data Subjects 
	May June 2025 - Survey
July 2025 
	Public Survey at horse fair-126 responses from all community’s and consultation.

CAG community leads from diverse backgrounds for views.  
	Understanding of public opinion and transparency of use for data subjects and positive response. Supportive of the use 

	OFPCC
	June 2025- March 2026
	Verbal consultation
	Supportive of the use 

	Legal Services 
	July 2025
	Consultation 
	Supportive of the use 

	Independent Advisory Group 
	June 2025
	Consultation 
	Supportive of use 

	Local Communities and Gypsy Roma Traveller community
	June 2025
	Public Survey conducted
	Understanding of public opinion and transparency of use for data subjects and positive response. Supportive of the use




	Step 10: Assessing Necessity and Proportionality

	[bookmark: necessary][bookmark: proportionate]In this section you must demonstrate why the processing is necessary? and proportionate?, providing evidence to support your assessment.

	10.1 How will processing the personal data help to achieve your purpose? 
1. Clearly state your objective and provide evidence for why the proposal is necessary. 
2. What are the benefits to the organisation, individuals and wider society?
The evidence can consist of facts, statistics, reports etc.

	The Information Commissioner’s Office (ICO) has undertaken research into public attitudes to LFR, and recently published its findings:  Revealing Reality report 
The ICO has found that most people recognise there is an impact on their right to privacy, but they are also broadly supportive of the use of LFR; support is strongest for use cases with a very clear rationale and clear public benefit.

The effect of this process is that people of interest are successfully identified and intercepted by the police, in proportionate and justified way in line with law enforcement policing powers.

For those not on the Watchlist who are in an area where LFR is deployed there will be no impact or intrusiveness except where there is an Alert, whereby an officer will compare the images and if necessary, can speak with the identified individual.  This means that there may be a reduction in stop and search.  The signage and information around the target location means that individuals can choose not to be in the vicinity of the LFR.

Whilst LFR processes every person who enters the Zone of Recognition, the potential impact on an individual passing a camera where LFR was deployed is limited.

Based on the information above there is a fair balance between the rights of the individual and the wider interests of the community. The processing will facilitate police actions which, if done via traditional measures will require more physical intrusion for the individual by way of intensive intelligence work such as financial enquiries, mobile phone enquiries or intelligence enquiries into employment or personal activities that would likely have far more significant impact on the day-to-day life of an individual who may be included on a Watchlist. The use of LFR also helps minimise information sharing, as LFR offers an alternative to social media campaigns, or the sharing of information with external agencies.  

It is also recognised that the ability of Officers to determine an accurate identification of a person who is not known to them is limited. Therefore, it is more likely that an individual may be incorrectly identified and subsequent processing to determine the identification of the Subject based on information ‘known’ to Officers and provided by the Subject may lead to unnecessary searches against data held on police systems for the purposes of identifying persons sought by police.

Safeguards regarding composition - the following outlines further, specific safeguards that apply to the composition of the Watchlist:

	
	Age 10- 18
	Age – Under 10
	Disability
	Gender Reassignment

	Circumstance
	LFR is used to locate a person age 10 to 18 and that person’s records state that person is aged (or suspected to be aged) 10-18 
	LFR is used to locate a person under 10 and that person’s records state that person is aged (or suspected to be aged) under 10- years-old
	LFR is to be used to locate a person and that person’s records state that person has (or is suspected to have) a relevant disability
	LFR is to be used to locate a person and that person’s records state that person has (or is suspected to have) (i) undertaken a gender reassignment and (ii) it is believed or suspected to be that the Watchlist would be using an image of that person taken prior to their reassignment

	Necessity
	Specific regard needs to be had for the importance of locating the subject on a risk-based approach in line with LFR Documents with a particular focus on ensuring the necessity case is fully made out.
	Specific regard needs to be had for the importance of locating the subject on a risk-based approach in line with LFR Documents with a particular focus on ensuring the necessity case is fully made out.
	Specific regard needs to be had for the importance of locating the subject on a risk-based approach in line with LFR Documents with a particular focus on ensuring the necessity case is fully made out.
	Specific regard needs to be had for the importance of locating the subject on a risk-based approach in line with LFR Documents with a particular focus on ensuring the necessity case is fully made out.

	Watchlist Images 
	
	There is a particular need to ensure that the image is a current as possible and of a suitable quality for inclusion on the Watchlist.
	There is a particular need to ensure that the image is a current as possible and of a suitable quality for inclusion on the Watchlist.
	There is a particular need to ensure that the image is a current as possible and of a suitable quality for inclusion on the Watchlist.

	Legal Advice
	
	Specific advice must be sought from Legal Services and the GMP LFR team prior to any seeking authorisation from an AO. Where authorisation is then sought, this advice needs to be provided to the AO to help inform their decision making and allow the AO to record their decision regarding any inclusion on the Watchlist and outline further safeguards that should apply.
	Specific advice must be sought from Legal Services and the GMP LFR team prior to any seeking authorisation from an AO. Where authorisation is then sought, this advice needs to be provided to the AO to help inform their decision making and allow the AO to record their decision regarding any inclusion on the Watchlist and outline further safeguards that should apply.
	Specific advice must be sought from Legal Services and the GMP LFR team prior to any seeking authorisation from an AO. Where authorisation is then sought, this advice needs to be provided to the AO to help inform their decision making and allow the AO to record their decision regarding any inclusion on the Watchlist and outline further safeguards that should apply.

	Technical Advice 
	Consideration should be given to the likely crowd flow / occlusion risk where shorter subjects may otherwise be blocked from the camera’s line of sight
	Regard should also be had to consider System and Subject Factors and the ability for the LFR System to generate an accurate Alert against the image proposed for inclusion on the Watchlist. technical advice should be sought on a case-by-case basis to inform this assessment. Where authorisation is then sought, this advice needs to be provided to the AO to help inform their decision making and allow the AO to record their decision regarding any inclusion on the Watchlist and outline further safeguards that should apply.
	Regard should also be had to consider System and Subject Factors and the ability for the LFR System to generate an accurate Alert against the image proposed for inclusion on the Watchlist. technical advice should be sought on a case-by-case basis to inform this assessment. Where authorisation is then sought, this advice needs to be provided to the AO to help inform their decision making and allow the AO to record their decision regarding any inclusion on the Watchlist and outline further safeguards that should apply.
	Regard should also be had to consider System and Subject Factors and the ability for the LFR System to generate an accurate Alert against the image proposed for inclusion on the Watchlist. technical advice should be sought on a case-by-case basis to inform this assessment. Where authorisation is then sought, this advice needs to be provided to the AO to help inform their decision making and allow the AO to record their decision regarding any inclusion on the Watchlist and outline further safeguards that should apply.





	10.2 Ensuring data minimisation
1. Describe whether any less intrusive options would achieve the same goal.
2. Could existing processes or techniques be used instead of new intrusive measures?
3. Clearly outline why the processing is proportionate.
4. How will you prevent function creep? (processes which expand over time can result in personal data being used for new purposes which were not originally expected)

	 Watchlists will be exported as close to deployment times as possible and in any case no more than 24 hours prior to a deployment. This ensures that the software and operators are using the most current data available. The Cumbria Constabulary LFR Policies establishes conditions around image quality. The criteria for constructs of watchlists for use with LFR must be approved by the AO and be specific to an operation or to a defined policing objective. Watchlists, and any images for inclusion on a watchlist, must also be limited to the categories of image articulated in Force Policies documents which are images of people who are:
 a. wanted by the courts; and/or 
b. suspected of having committed an offence, or where there are reasonable grounds to suspect that the individual depicted is about to commit an offence or where there are reasonable grounds to suspect an individual depicted to be committing an offence; and/or 
c. subject to bail conditions, court order or other restriction that would be breached if they were at the location at the time of the Deployment; and/or 
d. missing persons deemed increased risk; and/or 
e. presenting a risk of harm to themselves or others. 

An individual’s inclusion in a watchlist will be deemed strictly necessary to achieving the policing outcome and only when less intrusive means of location have proved unsuccessful. Each deployment of Live Facial Recognition will be subject to a full AO pre-deployment authorisation report which will clearly define the strictly necessary argument for processing personal data, along with setting out clearly the case for the deployment’s compliance with the College of Policing’s Authorised Professional Practice of being targeted, intelligence led and time bound and geographically limited. The performance of the LFR system is heavily dependent on the quality of the images in the Watchlist. The best images are those that follow a custody or passport style image that conforms to the National Policing Improvement Agency ‘Police Standard for Still Digital Image Capture and Data Interchange of facial/Mugshot and Scar, Mark & Tattoo Images (full frontal face, neutral expression, uniform lighting and plain background)’. 
Where multiple images of a subject are available, consideration should be given to including these in the Watchlist where it is advised that they will improve the likelihood of locating those of interest to Cumbria Constabulary.

A bespoke watchlist is created for every deployment, to ensure that the inclusion of an individual’s image on a watchlist is necessary and proportionate. The AO must justify which watchlists are used for any deployment. Watchlists (including biometrics) are deleted post deployment, no later than 24 hours after a deployment has finalised. Persons of interest engaged with during a deployment are to be manually removed from the database to prevent any further unnecessary processing of their personal data and to remove the risk of a further unnecessary engagement. Biometrics obtained by the CCTV footage from persons walking into the zone of recognition are deleted instantly by the system if no alert has been generated. If an alert has been generated all related personal data is deleted as soon as practicable and in any case within 31 days, except to the extent that:
Personal data is retained in accordance with the Data Protection Act 2018, PIRM 2023 and the Procedure and Investigations Act 1996; 
Personal data is retained in accordance with the Cumbria’s complaints / conduct investigation policies. 

All CCTV footage generated from LFR Deployments is deleted within 31 days, except to the extent that the footage is retained: 
in accordance with the Data Protection Act 2018, PIRM 2023 and the Procedure and Investigations Act 1996; 
 in accordance with the Cumbria Constabulary’s complaints / conduct investigation policies. 
 in accordance with an approved programme of testing in order to provide for the continued evaluation of the LFR system using operationally realistic data in line with the ongoing nature of the Public Sector Equality Duty - any requirement to retain the CCTV footage for longer than 31 days will be subject to an approved DPIA for such testing and arrangements to ensure data subjects are informed as to the arrangements that will apply to the use and retention of such data. 

By ensuring all officers / staff are adequately trained on LFR and all the accompanying policies and Procedures. The generation and use of the watchlists will be reviewed on an ongoing basis to ensure that the images used for deployments remain relevant and necessary. Cumbria Constabulary’s processes surrounding the use of live facial recognition technologies will be audited by Force ops and Scrutiny Board and Digital Board to ensure that the remit of the intended processing remains in scope

The processing will be geographically limited to deployment within Cumbria Constabulary boundaries.
Cumbria Constabulary considers LFR to be less intrusive (to the subject and those they interact with) than other resource intensive tactics which may be utilised to locate persons sought for policing purposes. This is particularly the case where these policing capabilities utilise intensive analysis of a person’s movements, communications and financial transactions leading to determine a location where that person can be engaged by officers.
Some data subjects may choose to avoid the zone of recognition or cover their face so that their image cannot be used by the CCTV feed to create a biometric template.


	10.3 Lawful basis
To process personal data, you must have a lawful basis. Please select a lawful basis from the drop-down lists (where appropriate). Guidance on lawful processing can be located on the ICO website.

	Basis for Law Enforcement Datas  (If applicable):  
	Necessary for a law enforcement purpose

	Basis for General/Administrative Datas (If applicable):  
	Necessary for the performance of a task carried out in the public interest or in the exercise of official authority s

	[bookmark: SpecialData]10.3.1  Lawful basis for ‘special category’ data?                             (Only complete if relevant)
If using special category data, you need to specify an additional lawful basis from the list below.  

	Law Enforcement Data?   (If applicable): 
· Is it based on law? (please tick to confirm)
And    
	☐ N/A
☒ Yes   ☐ No (if no, add as risk)
Outline statue/common law power

	· Is it necessary for one of the following conditions? (select from the list):
	Statutory Purpose

	General Datas?   (If applicable):
· Is it necessary for one of the following conditions? (select from the list):
	☐ N/A 
Statutory purpose (in the substantial public interest)

	10.3.2 Lawful basis for ‘criminal’ data                              (Only complete if relevant)
If using criminal data, you need to specify an additional lawful basis from the list below.

	· Is it necessary for one of the following conditions? (select from the list):
	☐ N/A
Necessary for Law Enforcement purposes

	· If you’ve selected ‘substantial public interest’, select the relevant public interest:  
	Choose an item.

	10.3.3 Supporting Legislation etc.
[bookmark: Gateway]Please provide any relevant lawful gateway(s)s from and indicate the section of that legislation.

	•	Common law policing powers 
•	Human Rights Act 1998
•	Equality Act 2010
•	Protection of Freedoms Act 2012
•	Data Protection Act 2018 & UK GDPR
•	Freedom of Information Act 2000

DPA 2018 
Schedule 1 Special Categories of Personal Data and Criminal Convictions

Part 2 Substantial Public Interest Conditions
Para 5 Requirement for an appropriate Policies Document
Para 6 Statutory etc, and government purposes
Para 7 Administration of Justice 
Para 10 Preventing or detecting unlawful acts
Para 18 Safeguarding of children and of individuals at risk

Part 3 Additional Conditions Relating to Criminal Convictions
Para 30 Protecting individual’s vital interests
Para 36 Extension of conditions in Part 2 of this Schedule referring to substantial interest

Part 4 Appropriate Policies Documents and additional safeguards

Schedule 8 (1) Statutory etc purposes
Schedule 8 (3) Protecting individuals’ vital interests
Schedule 8 (4) Safeguarding of children and individuals at risk

UK GDPR - For General Purpose: 
Where Cumbria Constabulary is processing data for a general purpose, such as safeguarding, missing persons and the Blue Watchlist to test system performance, the lawful basis will fall into either: 
Article 6(1)(a) - the data subject has given consent to the processing of his or her personal data for one or more specific purposes Or 
Article 6(1)(e) - processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller. 
The relevant article 6 condition will be met with the relevant Article 9 conditions. 
These will be Article 9(2)(a) – the data subject has given explicit consent to the processing of those personal data for one or more specified purposes, Processing under Article 9(2)(a) will be limited to processing participating staff images for the purpose of validating LFR technologies. 
Where explicit consent is sought in the limited circumstances in which it is required (e.g. LFR operators participating in the Blue Watchlist testing), the consent is unambiguous and for one or more specified purposes, is a freely given, is a fully informed affirmative action which is recorded and managed to ensure the facilitation of individual rights, including withdrawal of consent. LFR operators provide their consent during the training programme they undertake prior to any deployment. Although the consent provided by officers and staff does not ‘run out’ it does degrade over time and as such the consent is reviewed when an officer completes an LFR refresher course to ensure that the consent is still valid. A record of the consent is maintained within the officer / staff HR system; iTrent. Staff and officers will be informed that they have the right to withdraw consent at any time, at which point their personal data will be removed from the Blue Watchlist.
Article 9(2)(g) - processing is necessary for reasons of substantial public interest, on the basis of domestic law which shall be proportionate to the aim pursued and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject. 
Article 9(2)(g) requires a further schedule to lawfully meet this legal basis. 
Schedule 1, Part 2: Para 5 Requirement for an Appropriate Policies Document Para 6 Statutory etc, and government purposes Para 18 Safeguarding of children and of individuals at risk Furthermore, for the purposes of Part 2 of the DPA 2018, Criminal convictions and offences personal data are defined in Section 11.2 of the DPA 2018 as:
 Section 11.2. …personal data relating to criminal convictions and offences or related security measures include personal data relating to—
 (a)the alleged commission of offences by the data subject, or 
(b)proceedings for an offence committed or alleged to have been committed by the data subject or the disposal of such proceedings, including sentencing. 

Processing personal data relating to criminal convictions and offences for general purposes must comply with the requirements of an Article 10.1 of the UK GDPR: Processing of personal data relating to criminal convictions and offences or related security measures based on Article 6(1) shall be carried out only under the control of official authority or when the processing is authorised by domestic law providing for appropriate safeguards for the rights and freedoms of data subjects.
Any comprehensive register of criminal convictions shall be kept only under the control of official authority. As Cumbria Constabulary will only process this specific personal data type under its official authority when utilising LFR technologies for a general purpose, there are no further requirements for Cumbria Constabulary to meet the additions requirements as laid out in Section 10(5) DPA 2018. 








	Section 11 - Full Risk Assessment

	Identify and Assess Risks
In this section you must detail all data protection risks, as well as any associated with privacy and the rights and freedoms of individuals. The assessment criteria, below, applies to all categories in Section 9 and 10 i.e. for ‘likelihood’ you must always assess whether it is ‘unlikely, possible, likely or almost certain’.

Consider the impact on individuals and any harm or damage that might be caused, whether physical, emotional or material. Different levels of interference may occur at different stages of the information lifecycle. The European Court of Human Rights has held that a public authority merely storing data is a limitation on the human rights of data subjects.

Where risks are identified you must take steps to integrate solutions into the project and this must be recorded. If any residual risks are ‘high’ then the ICO must be consulted prior to processing commencing. Examples of risk factors are provided at the top of each section – these examples are a starting point, and you must ensure that all factors relevant to your proposal are considered. If you run out of space, then insert new lines into the table. When completing each section, if you are unable to identify a risk relevant to your proposal then please state “No risks identified”.

Please read for additional guidance:
· DPIA Factsheet #3 – Completing a DPIA Stage 2 Form
· DPIA Factsheet #4 – Assessing Data Protection and Privacy Risks

	Examples of risks to individuals include:
· Discrimination
· Identity theft
· Financial loss
· Reputational damage or embarrassment
· Physical harm
· Wrongful arrest or prosecution
· Loss of confidentiality
· Inability to exercise rights
	Examples of corporate risks include:
· Failure to protect the public
· Loss of public confidence
· Civil litigation
· Reputational damage
· Regulatory action
· Breaching other legal obligations

	You should identify solutions such as:
· Deciding not to collect certain types of data
· Reducing the scope of processing
· Reducing retention periods
· Taking additional technical security measures
· Following approved codes of conduct
	
· Restricting access to data
· Training staff to understand the risks
· Anonymising or pseudonymising the data
· Using different technology
· Using an alternative third-party processor

	11.1 Data Protection Principles

	1. Fair and Lawful
- Do you need to create or amend a privacy notice?
- If processing on the basis of consent, how will this be collected and recorded?

2. Purpose Limitation
- Does the processing actually achieve your purpose?
- Will the data be used for another purpose?
- How will you prevent function creep?

3. Data Minimisation 
- Will you only process the data needed for your purpose?
- How will you ensure and maintain data quality?

4. Accuracy
- How will you ensure data can be corrected or amended?
- Will you ensure data is accurate and up to date?
	5. Retention  
- Do you have a review, retention and disposal Policies?
- Can data be deleted/erased from all of the Constabulary’s systems if required?
- Is the retention period necessary and proportionate?

6. Security 
- What technical and organisational measures are in place to protect data?
- How will you protect against unauthorised access, alteration or removal of data? 
- What training and guidance will be given to staff?
- How would you identify and manage a breach?
- How will systems be tested?

7. Data Subject Rights
- If an individual wishes to exercise their rights, including requesting access to data, or asking for data to be corrected, amended, restricted or deleted then you must have Procedures in place to recognise such a request and refer it to Head of information Rights & Disclosure.

	
11.2 Data Sharing - including the involvement of other Controllers and Processors

	- What contracts, MOUs etc are in place or may be required?
- What measures have you taken place to ensure third parties comply with Data Protection laws?
	What risks are involved with sharing data?
- Is sharing necessary and proportionate?
- Is the sharing of data being minimised?

	
11.3 International Transfers

	- Will data be shared with a third party based outside the EU?
- If you will be making transfers, how will you ensure that appropriate safeguards are put in place?

	
11.4 Additional Risk Factors
Describe any further risks, ensuring that any risks not already identified are included. Include any risks that have been identified on the project risk register.




	
	IMPACT / SEVERITY OF HARM
	
	

	LIKELIHOOD OF HARM

	Low
1
	Medium
2
	High
3
	Extreme
4
	
	Impact Description:

	Almost Certain
4
	MEDIUM 4
	HIGH 8
	HIGH 12
	HIGH 16
	
	Extreme
	Total service disruption / very significant financial impact / Government intervention /sustained adverse national media coverage / multiple fatalities.

	Likely
3
	LOW 3
	MEDIUM 6
	HIGH 9
	HIGH 12
	
	High
	Significant service disruption / significant financial impact/ significant adverse Government, Audit Commission etc report / adverse national media coverage / fatalities or serious disabling injuries.

	Possible
2
	LOW 2
	MEDIUM 4
	MEDIUM 6
	HIGH 8
	
	Medium
	Service disruption / noticeable financial impact / service user complaints or adverse local media coverage / major injuries

	Unlikely
1
	LOW 1
	LOW 2
	LOW 3
	MEDIUM 4
	
	Low
	Minor service disruption / low level financial loss / isolated complaints, minor injuries



	Data Protection Risk Register

	Describe the source of risk and the nature of potential impact on individuals.
	Likelihood of harm
1 / 2 / 3 / 4
	Severity of harm
1 / 2 / 3 / 4
	Initial Risk
L / M / H
	Mitigation / Solution
Describe the mitigation and whether it will be implemented
	Result
Is the risk:
- Eliminated
- Reduced
- Accepted
	Residual Risk
L / M / H

	There is a risk Individuals will be unaware of the processing and how to action their rights
	2
	1
	L
	There will be communications published prior to LFR deployments, leaflets and signage will be provided at the LFR site to inform individuals of the deployment. Leaflets will contain information on how to reach our LFR page located on Cumbria’s website, which also includes our privacy Policies, LFR DPIA and guidance on how Individuals can action their rights. 
	Reduced
	L

	There is a risk that an intervention may take place as the result of a False Alert due to the threshold value for a similarity score being set too low resulting in individuals being stopped unnecessarily by the police.
	1
	3
	M
	Threshold values will be determined in line with national guidance and evaluations. Full understanding of the testing data use and results of testing must be in place for each LFR software used in force. For each deployment this threshold and any associated risks will be captured in the AO form.  
Prior to any intervention, manual reviews by officers/staff will take place, in line with the standard operating procedures.  
	Reduced
	L

	There is a risk officers/staff will not identify an incorrect alert and approach/ disclosure personal data to the incorrect Individual. 

	1
	2
	L
	The LFR Operator will not solely rely on the generation of an Alert to confirm the identity of the Subject. The alert will assist in standard policing tactics. If an Individual is approached after assessment this will be done in line with the LFR Procedures and usual practices. Officers/ Staff are trained and aware not to disclose excessive information.

	Reduced
	L

	There is a risk Individuals are not aware of the processing or how they can action their rights.  
	2
	2
	M
	A communications strategy will be in place prior to any deployment to ensure that all available means of communicating the fact that a deployment will/is taking place via various channels. Officers will be positioned in the LFR area with flyers which will include direction to our Privacy Policies on the force website. This requirement is covered in the standard operating procedures. 
	Reduced
	L

	There is a risk that deployments may limit the right to privacy or deter members of the public from exercising their right to freedom of assembly and freedom of expression under the Human Rights Act. 
	2
	3
	M
	The assessment prior to any deployment of LFR will determine whether interference with these rights is necessary, proportionate, and lawful and whether there are less intrusive methods which could be employed. Full, robust justification will be documented prior to any deployment
	Reduced
	L

	There is a risk that there may be an excessive number of images included in a watchlist for a deployment
	1
	2
	L
	The assessment prior to any deployment will include the requirements and justification of the inclusion of images in the Watchlist to ensure that the strict necessity threshold is met and there is a reasonable expectation that those individuals will be in the vicinity of the deployment of LFR. Watchlists will be limited in size and will include accurate, verifiable images lawfully held or obtained by the police for a law enforcement purpose at the time of use. This assessment and process is covered in the AO form. 
	Reduced
	L

	As a result of limited availability of images for testing the software there is a risk that bias may not be eliminated in the algorithm resulting in a disproportionate number of individuals with protected characteristics being identified in False Alerts leading to potential legal challenge, financial claims and increase in complaints.
	2
	4
	H
	Prior to use of any LFR software we will ensure that any potential bias in the use or development of the technology is identified and rectified as part of the public sector equality duty, through assessment by academic institutions, technology vendors and government opinion. Full understanding of the results/ Bias use and results of testing must be in place before LFR software is used in force. Associated risks will be captured in the AO form, in line with the SOP.
	Reduced
	M

	As a result of the wide-ranging capability of LFR to process large amounts of personal data there is a risk that the processing of personal data may be excessive
	2
	2
	M
	The assessments prior to a deployment will consider and document why less intrusive methods are not appropriate and justify the use of LFR based on intelligence which will be documented in the AO form.
	Reduced
	L

	There is a risk that LFR may be deployed during covert surveillance resulting in potential unlawful processing of personal data – potential court cases, loss of opportunity to prosecute, increased complaints, reputation damage and potential regulatory enforcement action.
	1
	3
	L
	An additional legislative safeguard is any covert surveillance will require authority under the Regulation of Investigatory Powers Act 2000 as per arrangements for any covert surveillance. This risk will be picked up in the AO form, prior to any deployments. 
	Reduced
	L

	Due to the similarity in requirements for LFR there is a risk that each deployment and Watchlist is not subject to a full assessment documenting the rationale for inclusion of images ‘the who’, the scope of the location, duration ‘the where’ and whether the strictly necessary threshold has been met resulting in a risk of unlawful processing and breaches of the Data Protection Act 2018. 
	2
	3
	M
	Cumbria’s LFR Policies requires a suite of documents to be completed and reviewed prior to any deployment of LFR or as soon as possible in urgent cases (e.g major incidents or terrorist attacks). These documents require authority to deploy and documents all justification, criteria and detail around necessity, effectiveness, and purpose of deployment to ensure it is targeted; intelligence led and time limited
	Reduced
	L

	There is a risk that Watchlists may be compiled using custody images which should have been deleted from police systems in line with established retention and deletion procedure’s or from images of uncertain provenance where accuracy may be an issue (e.g. sourced from social media) there is a risk that these may lead to an unjustified engagement and potentially cause unwarranted and unjustified damage and distress to individuals
	2
	3
	M
	Watchlists will be limited in size and will include 
accurate, verifiable images lawfully held or 
obtained by the police for a law enforcement 
purpose at the time of use. No engagement will 
be made without checks being made on possible 
matches without manual intervention to reduce 
any damage and distress. Full authorisation of the deployment will be documented and signed off prior to use of LFR.

	Reduced
	M

	Threat actors could intercept the feeds through the wireless network of cameras and compromise police data or interfere with feeds coming into cameras (examples being Deep fake etc). This could lead to data being intercepted and confidentiality, availability and data integrity concerns.
	2
	4
	H
	The cameras used for this purpose do not collect or retain any personal information nor do they undertake any biometric processing. The feeds from the cameras are transmitted via an encryption, where the feeds are compared by the LFR Software.
	Reduced
	L

	Where the force has not completed an appropriate Policies document there is a risk that it will be in breach of Section 35 of the Data Protection Act 2018. 
	1
	2
	L
	The force has in place a privacy notice and 2 appropriate Policies documents, covering sensitive processing which documents the constabulary’s obligations under section 35.

	Reduced
	L

	There is a risk that officers involved in the deployment of LFR will have insufficient knowledge of data protection resulting in insufficient consideration of the requirements around the deployment of LFR and potential breaches of the DPA’18 which may result in enforcement action, legal action and financial penalties
	2
	3
	M
	As part of an officer’s involvement in LFR operations, appropriate training will be required on the use of the system, LFR operatives will also have completed corporate mandatory data protection training which they are required to renew on an annual basis.
	Reduced
	L

	As a result of lack of training and awareness there is a risk the data entered onto the Watchlist is not treated within the correct Government Security Classifications (GSC) system resulting in adequate protection when handled and potential loss and damage.
	2
	2
	M
	staff/ officers are trained in respect of the Government Security Classifications (GSC). Officers compiling Watchlists will perform this task in a secure environment to which the public do not have access. All Watchlists are appropriately stored prior to the operation and are deleted after the Deployment
	Reduced
	L

	As a result of technical failure there is a risk that the equipment will not function correctly resulting in false alerts or failure to identify possible matches resulting in potential damage and distress or the threat of risk and harm to others
	2
	4
	H
	Prior to use of LFR software Cumbria will ensure testing has been carried out in line with national guidance and evaluations. Full understanding of the testing data use and results of testing must be in place for each LFR software used in force. For each deployment this will be documented and any associated risks will be captured in the AO form.  
Prior to any intervention, manual reviews by officers/staff will take place, in line with the standard operating procedures.  
Cumbria will ensure an Individual, who has been trained in the use of the equipment, including amending the settings to enhance operating parameters and reduce generation of the False Alert Rate will be present at all deployments. All relevant information is logged for audit purposes. Logs are kept by the Gold, Silver and LFR Operator and LFR Engagement Officer. 
LFR documents also outline points relating 
to the LFR application to ensure that it is used in 
a way that maximises its effectiveness. They 
also place responsibility on the Silver Commander and LFR Operator to continually monitor and review the system’s performance. The Gold and Silver Commanders are obligated to stop the deployment, should the Deployment fail to meet the requirements of the DPA 2018 at any point.
The ongoing effectiveness of Cumbria’s use of LFR 
is reviewed by way of the post-deployment review process. This will help ensure that future 
deployments reflect learning identified from each Deployment, and that the use of LFR remains an effective and proportionate policing tool
	Reduced
	L

	As a result of the software provider having access to the system for the purposes of providing service support if required, there is a risk that personal data may be intercepted and used by an unauthorised third party.
	2
	2
	M
	Prior to the use of LFR, we will ensure appropriate Policies documents are in place, such as a data processing contract to clarify use and access to any data used in the process. Cyber Security assessments will be undertaken and if required vetting in line our requirements and current practices. If the data is intercepted Cumbria have strong Data Breach and Security Breach procedures in place. 

	Reduced
	L

	There is a risk that the software malfunctions and biometric data and CCTV images do not autodelete where no possible match is found.
	2
	2
	M
	Cumbria constabulary will ensure we will have the ability to manually delete data in the unlikely event of a system malfunction or have appropriate support from the supplier of the LFR software to do so.
	Reduced
	L

	Loss of the encrypted USB with watchlist data when using LFR Vans. 
	2
	3
	M
	The encrypted USBs used for the transfer of watchlist data are XTS-AES256 and is regarded as an external secure means of carrying data. The transfer of data from the Cumbria’s secure network drive to the system will take place on Cumbria’s premises, thus reducing the risk of data becoming lost or corrupted as part of this process. 

The LFR operatives performing the data transfer will be required to maintain detailed deployment logs recording the dates and time the data is copied/transferred which includes physical transportation of the USB devices. They will be required to check the completeness of the watchlist after its initial download from Cumbria’s network to the USB and the upload to the Neoface system to ensure that no data is lost or becomes corrupted as part of the transfer process. Officers will be required to sign the logbooks and their colleagues countersign activities recorded as an extra security measure. USBs will be stored in a secure safe box within the van once the watchlist has been downloaded.
	Reduced
	L

	Subject on the watchlist has been dealt with elsewhere in the Force then activates an alert walking through the zone of recognition, potentially leading to further engagement and a possible unlawful further arrest.
	2
	2
	M
	Checks will be carried out by the engagement officer prior to engagement, if missed at this point and a further engagement is carried out, checks should show during the usual policing procedure that the individual has been dealt with
	Reduced
	L

	There is a risk that subject images will be retained and used for intelligence purposes leading to unlawful processing resulting in enforcement action
	2
	3
	M
	The system is designed to automatically delete the image and biometric template.
	Reduced
	L

	There is a risk Individuals will choose to cover their face while in the zone of recognition leading officers to engage with them without a policing purpose 
	2
	1
	L
	This will be managed by giving briefings to all officers and staff before the event and this eventuality will be covered. If someone does have their face covered, the officers in the area will be briefed to know that they will make a decision on a case-by-case basis to determine whether they have grounds and a policing purpose to stop the person and engage with them. 
	Reduced
	L

	There is a risk of malfunction/ inaccurate results due to lighting changes or extreme temperatures 
	2
	2
	M
	The constabulary is aware of this risk. If the equipment malfunctions due to light quality or extreme temperatures, the silver commander will be notified immediately and the LFR deployment will be paused whilst and assessment takes place and if the situation cannot be rectified, the LFR deployment will be ceased. 
	Reduced
	L

	Risk images of children under 10 will be used without appropriate safeguards and justification in place. 
	2
	2
	M
	Children under 10 should only be included in Watchlists for LFR in exceptional circumstances and their safeguarding and welfare should be the immediate priority of the Engagement Officer.  Training will be provided on watchlist inclusion and require AO sign off
	Reduced
	L




	Section 12 – Operational Data Risks – Additional Risks relevant to Operational data only

	
This section is only applicable to proposals involving operational data. If you are solely processing administrative data, then move to Section 13.


	12.1 Data Logging (section 62 DPA) (of processed for Law Enforcement purposes only)
Data Protection Act 2018 (legislation.gov.uk)
Where data is processed electronically then logs must be kept for certain actions. This is to enable effective audit of processing systems, data sharing, and to verify ongoing lawfulness of processing.

	If the data is processed electronically then will a log be retained of the following actions:

	· Collection
· Alteration
· Consultation
· Disclosure
· Combination
· Erasure
	☒	Yes

	· 
	☐	No*

	· 
	☐	Not applicable

	· 
	*If you answered “no” then you must record this as a risk below.

	Describe the source of risk and the nature of potential impact on individuals.
	Likelihood of harm
	Severity of harm
	Initial Risk
	Mitigation / Solution
	Result
	Residual Risk

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     

	12.2 Data Categorisation
When processing data for law enforcement purposes, you must provide where relevant and as far as possible a clear distinction between categories of data subject.

	Will there be a clear distinction between different categories of personal data suspects, for example subjects who are:

	· Suspected of having committed, or are about to commit, a criminal offence
· Convicted of a criminal offence,
· Victims of a criminal offence,
· Witnesses to a criminal offence.

	☐	Yes

	· 
	☐	No*

	· 
	☐	Not applicable

	· 
	*If you answered “no” then you must record this as a risk below.

	Describe the source of risk and the nature of potential impact on individuals.
	Likelihood of harm
	Severity of harm
	Initial Risk
	Mitigation / Solution
	Result
	Residual Risk

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     

	
	
	
	
	
	
	










	Step 13: Outcome and Review

	Item
	Name/Date
	Notes

	Solutions approved by:
	Det Supt 1303 Daniel St Quintin
[image: ]05/03/26
	Integrate actions back into the project plan, with date and responsibility for completion.

	[bookmark: Highrisk]Residual risks approved by?:

	Det Supt Daniel St Quintin
[image: ] 05/03/26
	If accepting any residual high risk, the ICO must also be consulted before commencing processing.

	Forward DPIA to the Data Protection Officer (DPO) for advice via e-mail:


	Data protection advice provided by:
	HW Data & Information privacy Assistant 05/03/2026
	Data Protection should advise on compliance, Step 9 measures, and whether processing can proceed.

	Summary of DP advice:
I have considered the details set out in this DPIA and conclude that the risks associated with the processing activities described have been considered and understood, that appropriate policies, operating Procedures and risk management strategies have been developed to manage the risks which do exist. I am satisfied, that: 
* The safeguards being deployed to protect against the risks to the rights and freedoms of data subjects described in this DPIA are proportionate and appropriate; and
* There are no residual high risks to the rights and freedoms of natural persons.


	Review

	A DPIA is a process that should be reviewed throughout the lifecycle of the processing – it does not end at go live. 

	Please outline the review process that you will undertake to ensure that the risk mitigations have been successful and that no new risk factors have emerged.

Nominated Individual: Cumberland Senior management 

Review Period: After first deployment and then annually unless there are any changes to the processing 

Date of next Review: 09/03/2026 and 01/07/2026

Click here to enter further information about the review process.





Please forward the completed form to the Data Protection Officer – 
DP@cumbria.police.uk 



1. Identify the need for a DPIA


6. Identify measures to mitigate risk


7. Sign off and record outcomes


8. Integrate outcomes into plan


9. Keep under review


3. Consider Consultation


4. Assess necessity and proportionality


5. Identify and assess risks


2. Describe the processing
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Cumbria Constabulary 

Authorisation for the Deployment of Live Facial Recognition 

Please refer to the LFR Policy, Procedures, Equality Impact Assessment and overarching LFR Data Protection Impact Assessment 



ONCE APPROVED AND COMPLETED, PLEASE EMAIL THIS FORM TO: Authorising Officer (Det Supt Intel)





For help completing this form, please see Guidance Notes. All boxes must be filled in.



		LFR Deployment ref:

		



		(LFR Use Only)



		Operation Name 

		



		Operational Order attached

		



		Force Intel Ref

		





		Force Log No.

		









		Dates of Deployment

		

		Date and time request to be completed on or by if applicable.





		Times of Deployment

		

		Deployments may not endue beyond a 7-day period



		Location (address)

		



		Postcode or OS Grid Ref

		







REQUESTING OFFICER (Gold Commander for the Operation)

		Name

		

		Rank & Collar No.

		



		Station Address   

		



		Postcode

		





		Contact No.

		

		Email

		












DETAILS OF DEPLOYMENT

		Specify exact nature of deployment? Location date, time and duration



		







DETAILS OF WATCHLIST CRITERIA  

		Specify the watchlist criteria in detail. What is the source of the data, what is the dataset, how many records are within the dataset, what is the watchlist rationale? If the location raises higher expectations of privacy this is to be explained, and any additional safeguard/mitigations outlined



		









		Please confirm if the watchlist will include images of persons:   



		Between 10 and 18 years

(must be provided with clear information and support so they can understand their rights ensuring they are not unfairly targeted or overlooked) 

		Y/N

(if yes, please provide rationale and justification)

 



		Under 10 years. 

(must be provided with clear information and support so they can understand their rights ensuring they are not unfairly targeted or overlooked) 

		Y/N

(if yes, inclusion will need to be rationalised in the justification)

 



		Disabled and other vulnerable people who may be disproportionately affected by facial recognition surveillance. Disabled individuals and vulnerable communities must be provided with clear information and support so they can understand their rights ensuring they are not unfairly targeted or overlooked      

		Y/N

(if yes, inclusion will need to be rationalised in the justification)

 



		Person who has undertaken gender reassignment and it is believed or suspected to be that the watchlist would be using an image of that person prior to their reassignment

		Y/N

(if yes, inclusion will need to be rationalised in the justification)









WATCHLIST RATIONALE

		Specify the rationale for the watchlist criteria.  If the location raises higher expectations of privacy this is to be explained, and any additional safeguard/mitigations outlined



		











WHAT MEASURES HAVE BEEN TAKEN TO ENSURE THE ACCUACY OF THE WATCHLIST DATA

		Specify the watchlist criteria in detail. What is the source of the data, what is the dataset, how many records are within the dataset, what is the watchlist rationale? If the location raises higher expectations of privacy this is to be explained, and any additional safeguard/mitigations outlined



		











DETAILS OF LEGAL BASIS

		Specify exact nature of your legal basis and legitimate aim to be defined. Applicant to explain how the deployment will achieve the legitimate aims informed by the intelligence case.



		 The underlying power(i) Common Law Policing Purposes which may be summarised as: protecting life and property, preserving order, preventing the commission of offences, and bringing offenders to justice and/or (ii) any duty or responsibility arising from statute or other rule of law including court order and royal prerogative.

		Lawful basis

To process personal data you must have a lawful basis. Please select a lawful basis from the drop down lists (where appropriate). Guidance on lawful processing can be located on the ICO website.



		Basis for Law Enforcement Datas  (If applicable):  

		Choose an item.



		Basis for General/Administrative Datas (If applicable):  

		Choose an item. s



		[bookmark: SpecialData]Lawful basis for ‘special category’ data                             (Only complete if relevant)

If using special category data, you need to specify an additional lawful basis from the list below.  



		Law Enforcement Datas   (If applicable): 

· Is it based on law? (please tick to confirm)

And    

		☐ N/A

☐ Yes   ☐ No  (if no, add as risk)

Outline statue/common law power



		· Is it necessary for one of the following conditions? (select from the list):

		Choose an item.



		General Datas   (If applicable):

· Is it necessary for one of the following conditions? (select from the list):

		☐ N/A 

Choose an item.











DETAILS OF NECESSITY

		Specify necessity. Why is necessary to achieve the legitimate aim in a democratic society and why is the processing of data is strictly necessary? Pressing social need to be identified



		





DETAILS OF PROPORTIONALITY

		Specify proportionality to include the importance of the objective, alternatives, public awareness steps



		









DETAILS OF SAFEGUARDS 

		Specify exact nature of safeguards



		















































Risks and Mitigation 

		Refer to the overarching DPIA Stage 2 for guidance. Consider privacy risks, data accuracy, data management and security, public engagement and publication of deployment, safe zones. Contact DP@Cumbria.police.uk 





		

		IMPACT / SEVERITY OF HARM

		 

		 



		LIKELIHOOD OF HARM

 

		Low

1

		Medium

2

		High

3

		Extreme

4

		 

		Impact Description:



		Almost Certain

4

		MEDIUM 4

		HIGH 8

		HIGH 12

		HIGH 16

		 

		Extreme

		Total service disruption / very significant financial impact / Government intervention /sustained adverse national media coverage / multiple fatalities.



		Likely

3

		LOW 3

		MEDIUM 6

		HIGH 9

		HIGH 12

		 

		High

		Significant service disruption / significant financial impact/ significant adverse Government, Audit Commission etc report / adverse national media coverage / fatalities or serious disabling injuries.



		Possible

2

		LOW 2

		MEDIUM 4

		MEDIUM 6

		HIGH 8

		 

		Medium

		Service disruption / noticeable financial impact / service user complaints or adverse local media coverage / major injuries



		Unlikely

1

		LOW 1

		LOW 2

		LOW 3

		MEDIUM 4

		 

		Low

		Minor service disruption / low level financial loss / isolated complaints, minor injuries



		 Risk Register



		Describe the source of risk and the nature of potential impact on individuals.

		Likelihood of harm

1 / 2 / 3 / 4

		Severity of harm

1 / 2 / 3 / 4

		Initial Risk

L / M / H

		Mitigation / Solution

Describe the mitigation and whether it will be implemented

		Result

Is the risk:

- Eliminated

- Reduced

- Accepted

		Residual Risk

L / M / H



		

		

		

		

		

		

		



		

		

		

		

		

		

		







Data Protection Officer Comments (refer to Data Protection prior to submitting this form to the Authorising Officer) 



		Name

		

		Role

		



		Contact No.

		

		Email

		



		Date 

		



		Comments 

		





 



AUTHORISING OFFICER *

		Name

		

		Rank

		



		Contact No.

		

		Email

		



		Date 

		







GUIDANCE NOTES

 

· For regional LFR van deployment the request will require review by GMP (lead force). In these circumstances the GMP LFR Unit will attempt to meet this request for pre-planned support (mutual aid), occasionally it may be necessary to prioritise requests. In such cases, each request will be considered based on the greatest threat, harm and risk. The decision will be made by the GMP Chief Superintendent of Operations Command where their decision will be in writing detailing their rationale.	Comment by Edgar, Jo: @StQuintin, Daniel We don’t have an LFR Unit - is this specific to GMP Regional use of vans do you think? therefore the wording would be that ‘for use of the regional LFR van deployment the request will require review by GMP’s LFR Unit  as the regional lead. The Unit will attempt …… and so on 	Comment by StQuintin, Daniel: Hi Jo - yes that is correct. You are right and I like your suggestion of the alternative wording



· Please complete the form in as much detail as you can to avoid unnecessary delays.



· Specify exact nature of watchlist rationale. If the location raises higher expectations of privacy this is to be explained, and any additional safeguard/mitigations outlined.



· Specify exact nature of your legal basis and legitimate aim to be defined. Applicant to explain how the deployment will achieve the legitimate aims informed by the intelligence case.



· Specify necessity. Why is necessary to achieve the legitimate aim in a democratic society and why is the processing of data is strictly necessary? Pressing social need to be identified.



· Specify proportionality to include the importance of the objective, alternatives, public awareness steps



· For specific events you must specify time/date/location.



· For multiple locations on the same intelligence / operation / investigation or task, please include details of all locations.



· Please include any additional mapping / plans as an attachment.



· Record specific risks to the deployment and document the mitigating actions that you will be taking to reduce the likelihood and/or impact. 



· Consult with the Data Protection team in Information Management prior to submission to the Authorising Officer



· Authorising officer MUST be of at least the rank of Superintendent.



· The Covert Authority Bureau will Q & A this submission to ensure that the legality, proportionality and intrusion meets the standard require for an LFR deployment, if the submission does not meet the standard, it will be returned to the AO for further amendments.



· ONCE APPROVED BY THE CAB, PLEASE EMAIL THIS FORM TO: Authorising Officer (Det Supt Intelligence)
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