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What is a DPIA?
A DPIA is a process to help you identify and minimise data protection risks. It involves setting out how you intend to collect, use and store personal data, ensuring your processing is necessary and proportionate and any risks to individuals have been considered.

A DPIA is legally required where the activity you are undertaking is likely to be high risk to individuals. Risks must be identified and mitigated before you start processing data.

What are the benefits of a DPIA? 
· Work more efficiently by only collecting and using the information you need, enabling you to confidently and proactively exploit data.
· Provide clear direction for the project’s use of data from the outset.
· Protect the public, staff and other individuals against the unlawful infringement of their rights.
· Avoid the need to redesign all or major parts of the project at a later stage.
· Minimise the cost of retrospectively incorporating data protection safeguards by building them into the project at an early stage.
· Avoid sanctions by the Information Commissioner’s Office (ICO) such as fines of up to 10 million Euros (or equivalent).
· Build and maintain public confidence by ensuring that data is processed lawfully.






	DPIA – Stage 1 
	Decision Rationale

	DPIA – Stage 1: Further work is required before an assessment can be made.
	☐	Click here to document rationale.
	DPIA – Stage 2: Is mandatory.
	☒	Due to the technology and data involved a stage 2 is required. 
	DPIA – Stage 2: Is not mandatory.
	☐	Click here to document rationale.





	
Data Protection Impact Assessment (DPIA) – Stage 1

	Please provide as much detail as possible, avoiding technical language and acronyms, explaining the proposal in a way that someone with no prior knowledge could easily understand. Please read the appropriate factsheet(s) prior to completing the templates. Factsheets are available from the Managing Our Data and Information (sharepoint.com)
· DPIA Factsheet #1 – Introduction
· DPIA Factsheet #2 – Completing a DPIA - Stage 1 Form
· DPIA Factsheet #3 – Completing a DPIA - Stage 2 Form
· DPIA Factsheet #4 – Assessing Data Protection and Privacy Risks
· DPIA Factsheet #5 – FAQ
· DPIA Factsheet #6- Information Risk




	Section 1 - Governance

	Project Proposal name:
	Deployment of Live Facial Recognition

	Information Asset Owner (Role):
	Chief Superintendent Operations Command 

	Information Custodian (key contact):
	Daniel StQuintin

	DPIA Coordinator (person completing the form):
	Daniel StQuintin

	Date on which processing will commence:
	07.03.26 

	Date submitted to the Force Data Protection Officer
	25.02.26



	Section 2 – Purpose, Scope and Context

	In this section you must explain what the processing is, who it will involve, and the intended impact. You must also demonstrate why the processing is necessary and proportionate, providing evidence to support your assessment.
· The processing must be necessary for the specific objective of the proposal.
· It must also be proportionate, meaning that the advantages resulting from the processing should not be outweighed by the disadvantages to individuals.

	2.1 Briefly explain the specific aim and purpose of the proposal in a way that someone with no prior knowledge could easily understand; avoid technical language and acronyms.

	The purpose of this DPIA is to cover Cumbria Constabulary’s overarching use of LFR. 
The purpose, scope and context align to the published College of Policing Authorised Professional Practice (APP) for Live Facial Recognition Live facial recognition | College of Policing. 
As per the APP Live Facial Recognition (LFR) is a real-time deployment of facial recognition technology, which compares 
live camera feed(s) of faces against a predetermined watchlist and generates an alert when a possible match is found.  LFR assists with supporting the location and arrest of people wanted for criminal offences, preventing people who may cause harm from entering an area (for example, fixated threat individuals, persons subject to football banning orders) and supporting the location of people about whom there is intelligence to suggest that they may pose a risk of harm to themselves or others (for example, stalkers, terrorists, missing persons deemed at increased risk).

All LFR deployments are targeted, intelligence-led, time-bound, and geographically limited. Cumbria Constabulary will inform the public when they are using the technology, including through visible signage at deployment locations and posts on social media. Cumbria Constabulary will also provide information on where the public can obtain more information on its use.

LFR works by analysing key facial features to generate a mathematical representation of them. This representation is then compared against known faces in a database to identify possible matches against persons of interest to Law Enforcement Agencies. 

Where the LFR application identifies a possible match, a specially trained operator visually assesses the returned results. If a match is confirmed, it is passed to an investigating officer who reviews it for accuracy, and will consider all the available evidence, as they would in any normal investigation. 
In this way, the LFR application works to assist Cumbria Constabulary personnel to make identifications rather than acting as an automated decision maker, ensuring meaningful human input is part of the process. 

If the LFR system does not make a match with the watchlist, the person’s biometric data is deleted immediately and automatically. The watchlist is also destroyed after each operation.

The decision to authorise an LFR deployment will be tightly governed. Once a consideration for LFR deployment has been established, a full Authorising Officer (AO) pre-deployment authorisation report will be compiled. The report will clearly define the strictly necessary rationale for processing personal data, along with setting out clearly, the case for the deployment’s compliance with the College of Policing’s Authorised Professional Practice.

Deployment types- 
a)	Proactive Deployments: These are routine deployments of LFR to locations within the Cumbria Constabulary area. These Deployments will be based on information and intelligence and crime data for those areas, including increases in types of crime and persistence of crime occurring at significant volumes at a given location.
These deployments will be focused on locations and access routes where LFR will provide the most benefit in discharging the operational duties of the constabulary. Watchlists will be linked to the purposes of the Deployment and there should be a reasonable suspicion that Subjects included in Watchlists would attend at the Deployment location.

b)	Event Deployments: These Deployments are in response to specific events which are expected to attract increased public attendance to an identified location. These Deployments will support policing operations to ensure the safety of the public and the protection of critical infrastructure at the location. This will also include transport hubs and routes that can be identified as supporting attendance to the specified event.
These Deployments will differ from Proactive Deployments in that they may not be supported by a wealth of intelligence and crime data specific to the location. An example of this would be a concert/ festival held at a rural location which would not normally attract attendance from members of the public. 
Watchlists will be considered based upon the location and nature of the event.

c)	Incident/ Intelligence specific Deployments: These Deployments will be in response to a specific incident or in response to specific intelligence. The Watchlists for these Deployments will be limited to the geographical location of the Deployment and include individuals based on the specific needs of the incident response or intelligence.
An example of this would be Deployment of LFR to a location where disorder has recently occurred and intelligence exists that the disorder may continue between identified individuals who have yet to be located.

LFR can be deployed on behalf of the constabulary through two styles specific to the needs of the deployment and the policing objectives. There may be occasions where more than one style is required to achieve the policing objectives. Examples of how LFR can be deployed are as follows:

a) Marked Police CCTV vans: These are specialist CCTV vehicles equipped with computers capable of running LFR software. Where LFR is deployed via this method, each LFR van requires trained LFR Operators, LFR Engagement Officers and overt signage deployed outside of the ‘Zones of Recognition’. This will ensure that the deployment is overt in nature and that members of the public are able to understand and access information about LFR. This may involve a single van or several vans. It will be the responsibility of the AO to ensure that the number of vans deployed is proportionate to the policing objectives of the Deployment.

b)	Wired CCTV cameras: Wired CCTV cameras work in a similar way to CCTV vehicles. Cameras are used where CCTV vehicles would not be able to access specific locations necessary to achieve the objectives of the LFR Deployment. Cameras should be located near to LFR Operators and the LFR system. The location of the LFR system will be identifiable as a Police installation to ensure the deployment remains overt and should be secure to ensure effective protection of data.  
An example of where this deployment style would be necessary would be access points to buildings or narrow routes where CCTV vehicles would pose risk to members of public due to the obstruction of evacuation routes. 
This deployment style may not be as readily recognisable as marked vans. For this reason, additional signage and availability of LFR Engagement Officers should be a key consideration of the deployment plan. The AO should also consider whether there are other means that are more overt in nature that would achieve the objectives of the Deployment.


BlueWatchlist - The images of those who have signed the consent form are held on a GMP (Regional force lead for Live Facial Recognition Vans) shared database (within the GMP LFR MS Teams area) which will have restricted access permissions; this will be stored centrally to allow it to be updated as necessary. Each LFR Operator will have to sign an explicit consent form when they attend their LFR training, which will be stored in the private LFR Teams channel. A spreadsheet will show when each operator completed their training which will be reviewed every 12 months. Consent can be withdrawn at any time. 
Controllership of the Blue watchlist images will be owned by GMP for the use of live facial recognition van deployments.  

Out of scope - There are other forms of facial recognition technology (FRT) that are not subject of this Data Protection Impact Assessment. This includes Retrospective Facial Recognition (RFR). RFR is also often referred to as post-event, which relates to non-real time searching of images against a database. An emerging variant of FRT is Operator Initiated Facial Recognition (OIFR) where an officer takes a picture of a subject via a mobile device and submits it for immediate search. This is still fundamentally different from LFR in that a human operator has made the decision to submit a particular Probe Image for analysis and is also out of scope of this assessment of data processing risks. 

	2.2 What categories of personal data will be processed? Provide an overview of the categories of personal data that will be processed, for example: names, DOBs, addresses, health data, criminal records, or any other unique identifiers such as IP addresses, usernames, e-mail addresses.

	Click here to enter text.
live camera feed(s) of faces against a predetermined watchlist. 
Each watchlist entry will include the following fields (personal identifiable data, including special category data  highlighted in bold): 
• Watchlist name
 • Gender/Sex 
• First Name 
• Middle Name 
• Last Name 
• Warning Markers 
• Date of Birth (DOB) 
• Alert Type 
• Unique Reference No (URN) 
• Reported Time (coming to the attention of the police)
• Info (contextual information in relation to the “wanted” status) 
• RMS ID (the URN reference in the Record Management System) 
• PNC ID (Police National Computer) ID 
• BCU (Basic Command Unit) 
• Class (Wanted warrant, wanted crime) 
• Crime Type or intelligence if applicable
• Owner of the watchlist
• Date Image taken
• Image

•Police staff images for the Bluewatchlist
•Bluewatch list consent




	2.3 Will special category data be used in the proposal? (Select all that apply)

	☒	Race
	☐	Trade Union membership

	☒	Ethnic origin
	☐	Genetic data

	☐	Political opinions
	☒	Biometric data

	☒	Sex life
	☐	Sexual orientation

	☒	Religion
	☒	Health

	☒	Philosophical beliefs
	☐	None

	2.4 How will the data be collected? Briefly outline how you will obtain the data, examples include: directly from data subjects, from another data set already in the Constabulary’s possession, from a partner agency.

	A watchlist of predefined images generated from police systems is loaded into the software ahead of a deployment, from which biometric templates are created from the images. The watchlist is compiled from data already held nationally by police forces and Cumbria Constabulary through lawfully held images such as custody images of individuals and/or obtained from other means, which could be family/friends for high-risk & medium risk missing persons, social media profiles and from the police evidence gathering team or additional sources if required for a particular operation. 
There will be occasions where no image is held by Cumbria Constabulary or the wider law enforcement community, or if one is held, its quality or currency is not optimal for facial recognition purposes. In these circumstances, consideration may be given to the inclusion of a non-police originated image.
[image: Image]

Live CCTV system(s) which capture the images of individuals passing through the zone of recognition. When an individual’s image is captured via the CCTV feed, the LFR system will carry out “facial extraction” and create a biometric template from the facial image. Faces per frame - a configurable setting within the software that determines the number of faces that can be analysed by the LFR application in each video frame. – Cumbria Constabulary will be using the standard 10 faces per frame rate of analysis on operations, this can be increased however will impact speed of matches being made.

The LFR software will then compare the two biometric templates (the template created from the watchlist and the template from the CCTV feed). When the facial features from two images are compared, the LFR application generates a similarity score. This is a numerical value indicating the extent of similarity, with a higher score indicating greater points of similarity. A threshold value is set to determine when the LFR software will generate an alert to indicate that a possible match has occurred.
For Cumbria Constabulary, the threshold setting will ordinarily be equal to or above the value where no LFR System bias is detected (0.64 with the current Van LFR algorithm). The Threshold value may be lowered based on the intelligence case with a full rationale detailed in the Cumbria Constabulary LFR Application / Written Authority Document. 

Trained members of police personnel will review the alerts and decide as to whether any further action is required. 
In the event that a trained officer decides to engage with a data subject following an alert, this will be carried out in the usual professional policing manner.

Blue Watchlist . A “blue watchlist” will also be created. This is a “test” watchlist that comprises known persons that can be used to test system performance. This will consist of police officers / staff, who will be ‘seeded’ into the crowd and will walk through the Zone of Recognition at the start of a every deployment to measure the True Recognition Rate.

	2.5 Has this been done before? (e.g. by this organisation or another similar organisation) In the text box, outline whether a DPIA (or PIA) has been completed previously. If already a current process – outline whether the nature, scope, context or purpose has changed.

	☒ Yes ☐  No   
Wales and GMP forces have DPIA’s and currently use LFR.



	2.6 Will it involve multiple processes? E.g. if it was a HR system it could have multiple processes such as: Recruitment, Payroll & Pensions, Employee Relations, and Learning & Development all within one system.

	☐ Yes ☒ No    
Click here to enter text.

	2.7 How will the data be used? Briefly describe how the data will be used, recorded, and stored and who it will be shared with.

	The Van LFR system will operate on a standalone server. The computer hosting the Van LFR system will not be connected to the main Cumbria Constabulary network. The Watchlists including images will be stored on a dedicated LFR File in the intel evidence drive to which officers and staff have access. The system is auditable and training provided around unlawful access to information. From the secure network drive, the watchlist will be copied to a secure, encrypted USB device. 
The download of the watchlist to the USB device will take place on Cumbria Constabulary premises. The watchlist will be uploaded to the computer. The content of the USB device will be deleted immediately after the watchlist has been downloaded into the Van LFR system. The USB device will then be stored in the key safe within the vehicle. The USB will have an audit trail of deployment paperwork and will need to be signed in and out by officers responsible for completing each stage of the data transfer of the watchlist from the Cumbria Constabulary network to the Van LFR system. Access to the USB device containing the Watchlist is limited to those with a need to use it, who have completed Cumbria Constabulary’s LFR training. There is a procedure for the handling of the USB which covers all security arrangements.

Each unique watchlist created for each deployment is stored temporarily on the Cumbria Constabulary’s isolated drive for a maximum of 24 hours following the end of the deployment. As described above, the watchlists are also temporarily stored on an encrypted and password protected USB device to enable the transfer of data to the Van LFR system. The biometric templates created from the watchlist are stored in the LFR system software for no longer than the duration of the deployment, and 24 hours maximum.

The Van LFR system does not save images from the live CCTV feed, only a particular face if a possible match is made against a candidate image along with a wider CCTV frame from which the probe image was extracted. Information pertaining to alerts are stored on the system for the remainder of the deployment.

The deployment record or written authority record and Register of Deployment will be stored in Cumbria constabulary’s LFR team secure SharePoint folder. The record of deployment statistics will be published on Cumbria Constabulary’s website and also stored on Cumbria Constabulary LFR’s team secure SharePoint drive. 

Cumbria Constabulary will not routinely share any personal information processed during its LFR activities with external parties. However, should the LFR system generate an alert, the subsequent process might typically involve Cumbria Constabulary personnel using policing databases and other intelligence systems to carry out any further action. This subsequent action could possibly result in Cumbria Constabulary sharing personal data with other police forces, law enforcement agencies and / or partners in accordance with routine information sharing arrangements, depending on the unique set of circumstances attributed to the individual in question. No specific details about individuals will be publicly shared on Cumbria Constabulary’s website, only statistical information relating to the deployments The deployment record or written authority record will not be shared publicly on Cumbria Constabulary’s website, however the deployment statistics and Register of Deployment will be published following each deployment.

All record types, laid out above, are subject to disclosure to the Office of the Police, Fire and Crime Commissioner (OPFCC),  Independent Office of Police Conduct (IOPC), The Biometrics and Surveillance Camera Commissioner and the Information Commissioner’s Office should the need arise through complaint or auditing processes and procedures.


BlueWatchlist - The images of those who have signed the consent form are held on a GMP shared database (within the LFR MS Teams area) which will have restricted access permissions; this will be stored centrally to allow it to be updated as necessary. Each LFR Operator will have to sign an explicit consent form when they attend their LFR training, which will be stored in the private LFR Teams channel. A spreadsheet will show when each operator completed their training which will be reviewed every 12 months. Consent can be withdrawn at anytime.




	2.8 How many individuals will the processing affect? (Please specify one answer below)

	☐
	Fewer than 100 data subjects

	☐
	100 to 1,000 data subjects

	☐
	1,000 to 5,000 data subjects

	☒
	More than 5,000 data subjects

	2.9 What categories of data subject are involved? (Please select all applicable categories below)

	☒	Persons suspected of having committed or being about to commit a criminal offence

	☒	Persons convicted of a criminal offence

	☒	Persons who are or may be victims of a criminal offence

	☒	Witnesses or other persons with information about offences

	☒	Children or vulnerable individuals

	☒	Constabulary staff (current and former)

	☒	Other

	If other then please provide further details below:
a. wanted by the courts; and/or 
b. suspected of having committed, or where there are reasonable grounds to suspect that the individual depicted is about to commit an offence or where there are reasonable grounds to suspect an individual depicted to be committing an offence; and/or 
c. subject to bail conditions, court order or other restrictions that would be breached if they were at the location at the time of the deployment; and/or 
d. missing persons deemed increased risk; and/or 
e. presenting a risk of harm to themselves or others; and/or 
f. who are a victim of an offence, a person who the police have reasonable grounds to suspect that person would have information of importance and relevance to progress an investigation, or is otherwise a close associate of an individual and that individual themselves would fall within paragraphs (a) – (f).

We may also have to look for someone at risk of harm because they hold information about a serious crime, which criminals are trying to locate. 



	2.10 Will it involve the collection of new information about individuals? Will the Constabulary collect data that it has not previously collected or had access to?

	☐	Yes

	☒	No

	2.11 Data Sharing
Does the processing involve:
	
Select one option

	2.11.1
	Data being shared with third parties external to the Constabulary or recipients that have not previously had routine access to the information?
	☐	Yes

	
	
	☒	No

	2.11.2
	Transferring data outside the UK but within the EU?
	☐	Yes

	
	
	☒	No

	2.11.3
	Transferring data outside the EU?
	☐	Yes

	
	
	☒	No

	2.11.4
	Storing data using a cloud service provider?
	☒	Yes

	
	
	☐	No

	2.11.5
	Is there a MoU, contract, or other sharing agreement in place with all parties with whom data will be shared?
	☐	Yes - agreements in place

	
	
	☐	Not yet – agreements required

	
	
	☐	No – none required

	Please detail the names and reference numbers (if known) of any agreements already in place:


Please detail the names of any agreements that are being drafted:



	2.12 Why it is necessary to use personal data to achieve the aim and why can’t the aim be achieved by other means?
For example, can the aim be achieved by using less data or different types of data?
Are all categories of data necessary to achieve the aim?

	The ability of Officers to determine an accurate identification of a person who is not known to them is limited. Therefore, it is more likely that an individual may be incorrectly identified and subsequent processing to determine the identification of the Subject based on information ‘known’ to Officers and provided by the Subject may lead to unnecessary searches against data held on police systems for the purposes of identifying persons sought by police.

LFR is intended to support traditional policing enquiries rather than to replace them. LFR is a complementary policing tactic. LFR is deployed at locations based on intelligence that crime is occurring in substantial or increasing rates in the proposed deployment areas, or where events that would draw increased public attendance are occurring. 

Not every person that is captured via the CCTV will be enrolled into the application. The face has to be of sufficient ‘quality’ to enrol into the application. The level of enrolment rate will be dependent on many factors, the significant of these include; 
⦁	crowd density, 
⦁	individual movements, 
⦁	face angle; and 
⦁	lighting.

Cumbria Constabulary considers LFR to be less intrusive (to the subject and those they interact with) than other resource intensive tactics which may be utilised to locate persons sought for policing purposes. This is particularly the case where these policing capabilities utilise intensive analysis of a person’s movements, communications and financial transactions leading to determine a location where that person can be engaged by officers.

An LFR Alert is not a direction to arrest. Engagement Officers must consider proportionality and lawfulness of their actions and wherever possible, must consider the least intrusive measure available to dispose of any engagement. Officers must be able to fully justify any action they determine to be appropriate to take.

In deciding the use of LFR is necessary and proportionate, regard should be had to an individual’s Article 10 and 11 rights – noting there may be expectations of anonymity in a crowd and that individuals may choose to alter their means of demonstration as a result of the LFR Deployment. 

Article 10 and 11 rights must be weighed against the need to use LFR to enable an assembly that might otherwise be disrupted by the risk to public safety.  In making this decision, consideration should be given to factors which could minimise the impact of LFR. These include limiting the use of LFR in time and scope to the minimum needed to ensure safety. They could also include there being focus placed on ensuring the public understand the use of LFR is to help them safety undertake their assembly.




	2.13 Explain how the use of personal data is proportionate to the aim of the proposal. Weigh the advantages of achieving your purpose against disadvantages to data subjects.

	Whilst appropriate use of LFR delivers clear value to UK Law Enforcement and the public in turn, it is important to recognise that the use of LFR involves biometric processing and that the use of LFR has been the subject of much debate. All deployments and considerations to deploy will be governed by a working procedure which will ensure proportionate, legal, accountable and necessary steps are reviewed by an authorising officer who is independent of the LFR deployment itself.
LFR can be a valuable policing tool that helps forces keep the public safe and to meet their common law policing duties, as laid out in Police Information and Records Management Code of Practice 2023(PIRM 2023) the policing purpose is to:
• protect life and property
• preserve order
• prevent the commission of offences
• bring offenders to justice
• any other police duty or responsibility arising from common or statute law
The following are illustrative examples where LFR may assist in achieving the policing purpose:
• Supporting the location and arrest of people wanted for criminal offences. 
• Preventing people who may cause harm from entering an area (e.g. fixated threat individuals, 
persons subject to football banning orders) 
• Supporting the location of people about whom there is intelligence to suggest that they may pose 
a risk of harm to themselves or others (e.g., stalkers, terrorists, missing persons deemed at 
increased risk, etc
Supporting the use of targeted preventative policing tactics in areas where intelligence indicates crime may be committed.

Each deployment must specifically identify and document whether the Watchlist contains children who are believed or suspected to be aged under 18-years-old and under 13-years-old. If LFR is to be used to locate children aged under 13-years old, specific regard should be given to anticipate LFR application performance issues. 

Children & Vulnerable Individuals: Where an Alert occurs relating to a vulnerable person or a child suspected or believed to be under the age of 18, the Engagement Officers should take all reasonable steps to ensure the child/ vulnerable person understands what is being said to them. This is particularly pertinent to children under 18, persons who are vulnerable through diminished capacity or understanding or people who are unable to understand or communicate effectively in English. If there is any doubt that the child/ vulnerable person understands what is being explained to them, the Engagement Officer must take reasonable steps to ensure the understanding of the child/ vulnerable person and to bring relevant information pertaining to LFR use to their attention. Where Alerts are generated relating to children or vulnerable people who are included in the Watchlist, or the Subject of an Alert is accompanied by a child or vulnerable person, force safeguarding procedures should be initiated. This is especially pertinent for Children and vulnerable persons (as defined by College of Policing). It is recognised that children under the age of criminal responsibility may be used by older children and adults to hold illegal items such as drugs and weapons and, in some cases, firearms or to undertake criminal activity for the criminal benefit of others. Children under 10 should only be included in Watchlists for LFR in exceptional circumstances and their safeguarding and welfare should be the immediate priority of the Engagement Officer.

Reasonable adjustments the Engagement Officer should consider to support a child or vulnerable person could include:

⦁	speaking slowly and clearly
⦁	speaking in plain language or explaining things in different ways
⦁	facing the Subject and allowing them to see the Operator’s lips
⦁	writing their question and allowing the Subject to write their response
⦁	understanding the Subject not making eye contact
⦁	allowing the Subject time to think about the question
⦁	being patient to allow the Subject to articulate an answer
⦁	using language line or other approved translation services to allow communication with Subjects whose first language is not English
⦁	If the Subject is accompanied by a carer or other person who can support them, the Operator must try to establish whether that person can interpret or otherwise help the Operator to give the required information and also support the Subject in communicating any pertinent information or concerns

Police officers or staff Officer and staff: are placed on to the Bluewatch list to test system performance. Officers / staff are ‘seeded’ into the crowd and will walk through the Zone of Recognition at the start of a every deployment to measure the True Recognition Rate. 

Other Members of the public who cross the path of the CCTV camera and have a biometric template taken by the software will be processed against the watchlists. If the LFR system does not make a match with the watchlist, the person’s biometric data is deleted immediately and automatically. 

The watchlist is destroyed after each operation.


	2.14 Has consideration been given to the Data Ethics Framework? 
The Data Ethics Framework builds on the core values of the Police Code of Ethics - honesty, integrity, confidentiality, equality and diversity - to encourage ethical data use to build better services and inform policy. 
  

	Yes- EAI assessment has been carried out, alongside a data and ethics self-assessment.


	2.15 Does the tool/ system use artificial intelligence (AI) 
If the Tool or System you are seeking to implement uses Artificial Intelligence, there are a number of other considerations (technical validity/ operational deployment/ legal/ ethical) that will need to be considered and documented prior to procurement/ implementation of the system.
☒ Yes ☐ No    
Click here to enter text.
If Yes please complete Annex A – AI DPIA 

AI Data & Ethics document completed 

 




	Section 3 – Lawful Basis   

	3.1 Lawful Basis
To process personal data you must have a lawful basis and these are reliant on whether the data being processed is Operational Data or Administrative Data. Please select the one appropriate lawful basis from those detailed below.



	Lawful Basis for Operational Data (Personal data processed for law enforcement purposes): 

	☒	Necessary for a law enforcement purpose

	☐	Consent by the Data Subject (refer to guidance on consent)



	Lawful Basis for Administrative Data (Personal data processed for non-law enforcement purposes, e.g. for HR or Commercial purposes):

	☐	Necessary for the performance of a contract to which the data subject is party or in order to take steps at the request of the data subject prior to entering into a contract

	☐	Necessary for compliance with a legal obligation to which the controller is subject

	☐	Necessary for the purposes of the legitimate interests of the controller or a third party

	☐	Necessary to protect the vital interests of a data subject or another person

	☐	Necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller

	☐	Consent has been given by the Data Subject for the processing of their personal data for one or more specific purposes



	3.2 Further Special Category Lawful Basis
If processing special category data (section 2.3) you must identify a further lawful condition

	Operational Data: 
The processing is strictly necessary (please tick to confirm)  ☒

	AND

	One of the following conditions applies (select from the list):

	☒	Statutory Purpose

	☒	Justice

	☐	Vital interests

	☒	Safeguarding children and individuals at risk

	☐	Data made public

	☐	Legal claims

	☐	Preventing Fraud

	☐	Archiving

	Administrative Data:
It is necessary for one of the following conditions (select from the list):

	☐	Employment

	☐	Health

	☐	Vital interests

	☐	Data is already public

	☐	Legal claims

	☐	Explicit consent



	OR



	It is in the substantial public interest (tick to confirm)  ☐

	AND 

	for the following purpose:

	☐	Statutory function

	☐	Administration of Justice

	☐	Equal opportunities or treatment

	☐	Racial and ethnic diversity at senior levels

	☐	Preventing or detecting unlawful acts and protecting the public against dishonesty, malpractice, unfitness, or incompetence

	☐	Preventing fraud

	☐	Safeguarding children

	☐	Insurance

	☐	Occupational pensions



	Step 4 – Screening Questions

	The below are a number ‘high risk’ factors when processing personal data. 

Saying ‘yes’ to questions 1-12 indicate that a DPIA is required. For questions 13-18, a DPIA should be considered

	Does the processing involve:
	If ‘Yes’ then please provide further details:

	1.
	[bookmark: Systematic][bookmark: Extensive][bookmark: Autodecision][bookmark: profiling][bookmark: Example1]Systematic? and extensive? profiling? or automated decision-making? to make significant? decisions about people 
(Hover for examples)
	
☐ Yes
X No

	Facial recognition technology is not automated decision making – police officers and trained operators will always make the decisions about whether and how to use any suggested matches.


	2.
	[bookmark: largescale]Use of special category data? or criminal offence data on a large scale?
(Hover for examples)
	
X Yes
☐ No

	Click here to enter text.


	3.
	Systematic? monitoring of a publicly accessible place on a large scale?
(Hover for examples)
	
X Yes
☐ No

	Deployment will not be continuous but in the majority of cases pre planned. The deployment will be in places accessible by the public but will be contained to a specific geographical area that is relevant to the purpose 


	4.
	[bookmark: NewTech]New technologies? or novel application of existing, innovative technologies
(Hover for examples)
	
X Yes
☐ No

	LFR is not a new technology, but it is relatively new to policing and Cumbria Constabulary specifically.


	5.
	[bookmark: Example5]Use of profiling?, automated decisions? or special category  data? to make decisions about access to a service, product, opportunity of benefit
(Hover for examples)
	
Yes
X No

	The processing will not involve making decisions about access to services, a product, opportunity of benefit. The processing will be for a policing purpose only. 


	6.
	Carrying out profiling? on a large scale?
	
☐ Yes
X No

	Evaluation will not take place. The processing is based on a specific criteria and will be limited to  meeting a policing purpose


	7.
	[bookmark: Biometrics][bookmark: Genetic]Processing of biometric? or genetic? data
(Hover for examples)
	
X Yes
☐ No

	Person images 


	8.
	[bookmark: DataMatch][bookmark: Example7]Data matching?:
(Hover for examples)
	
X Yes
☐ No

	Images will undergo a match check using the technology. However, the final decision making will involve human intervention


	9.
	Processing personal data without providing a privacy notice directly to the individual?
(Hover for examples)
	
☐ Yes
X No

	Public will be informed and signage will be in place for deployments. 


	10.
	Tracking? individuals location or behaviour
(Hover for examples)
	
☐ Yes
X No

	Click here to enter text.
Not applicable. 

	11.
	Targeting of children’s personal data through marketing, profiling, automated decision-making or the offering of online services.
(Hover for examples)
	
☐ Yes
X No

	Not applicable 


	12.
	Risk of physical harm in the event of a security breach?
(Hover for examples)
	
X Yes
☐ No

	The release of images contained on a watchlist could cause harm depending on the criteria of the watchlist and the purpose. 


	13.
	Evaluation or scoring?
	
☐ Yes
X No

	Not applicable.


	14.
	Processing which decides on access to services or opportunities
	
☐ Yes
X No

	Not applicable 


	15.
	Use of sensitive data or data of a highly personal nature
(Hover for examples)
	
X Yes
☐ No

	The data will be person images


	16.
	Systematic? monitoring
	
X Yes
☐ No

	Systems will be used to monitor the match of images. This will be in the majority preplanned but will be contained to a specific time period and within a specific geographical area.

	17.
	Processing on a large scale?
	
X Yes
☐ No

	Depending on the deployment the volume may not be large scale however the nature of the processing is a factor 


	18.
	Use of data concerning vulnerable people
	
X Yes
☐ No

	Watchlists will be carefully constructed. Depending on the deployment data concerning vulnerable people may be captured. This will be a consideration as part of the authorisation of deployment which will take place prior to any final watchlist configuration and prior to live deployment





Please forward the completed form to the Data Protection Officer – 
DP@cumbria.police.uk 
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