Data protection impact assessments
template for carrying out a data protection impact assessment on surveillance camera systems
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Project name: UAV Drones

Data controller(s): Chief Constabale of Cumbria Constabulary

This DPIA template should be completed with reference to the guidance provided by the Surveillance Camera Commissioner and the ICO. It will help you to identify whether the use of surveillance cameras is appropriate for the problem you wish to address, assess the risks attached to your project and form a record of your decision making.
1. Identify why your deployment of surveillance cameras requires a DPIA[footnoteRef:1]: [1:  https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/data-protection-impact-assessments-dpias/when-do-we-need-to-do-a-dpia/ ] 



Date and version control:	2
|_| Systematic & extensive profiling	|_| Large scale use of sensitive data
|_| Public monitoring	|_| Innovative technology
|_| Denial of service	|_| Biometrics
|_| Data matching	|_| Invisible processing
|_| Tracking	|_| Targeting children / vulnerable adults
|_| Risk of harm	|_| Special category / criminal offence data
|_| Automated decision-making	|_| Other (please specify)
	     


2. What are the timescales and status of your surveillance camera deployment? Is this a proposal for a new deployment, or the expansion of an existing surveillance camera system? Which data protection regime will you be processing under (i.e. DPA 2018 or the GDPR)?
	The UAV Drones are an existing capability that Cumbria Constabulary have been using for a number of years. The processing may be under DPA 2018 or UK GDPR, depending on the purpose of the flight.







Describe the processing
3. Where do you need to use a surveillance camera system and what are you trying to achieve? Set out the context and purposes of the proposed surveillance cameras or the reasons for expanding an existing system. Provide evidence, where possible, including for example: crime statistics over an appropriate time period; housing and community issues, etc. 
	 Cumbria Constabulary use UAV for the purposes of reducing crime & disorder, providing real time information about ongoing incidents, assisting with the conducting of investigations, assisting with missing person enquiries, providing intelligence, reducing the fear of crime, and helping people feel safe. The drones are used at pre-planned events such as Appleby Horse Fair and Kendal Calling as well as spontaneous incidents such as missing persons, area searches and mountain rescue. 











4. Whose personal data will you be processing, and over what area? Set out the nature and scope of the personal data you will be processing. Who are the data subjects, and what kind of information will you be collecting about them? Do they include children or vulnerable groups, and what is the scale and duration of the processing? 
	The nature of the data is visual only (no audio) footage from public spaces. 
Due to the nature of the drones being airborne the scope of the data is limited to public and open spaces as viewed from an aerial perspective. Some private spaces such are gardens and enclosed areas may be visable from height but in such circumstances we would mitigate the intrusion by not lingering over private spaces and not focusing in detail into areas that are private and not subject to a specific deployment. 

Data subjects are members of the public, anyone within range of the camera on the drone; as such they could be victims, suspects or witnesses, or anyone unconnected to a crime or incident, who is monitored in a public or sometimes private space. The processing will cover children and vulnerable people, as they are members of the public. 
The scale of processing is currently twelve drones that are flown by a number of qualified pilots being both Police Officers and Staff. The flight footage is available to view by the pilots whilst flying the drone. The footage is also simultaneously and automatically visible to the Control room staff and can be recorded for later playback.

Footage that is recorded but not requested as evidential is destroyed after 30 days. Footage that is required as part of an investigation or to provide evidence in court is retained on the system in line with the Constabulary Data Retention Policies.







5. Who will be making decisions about the uses of the system and which other parties are likely to be involved? Will you be the sole user of the data being processed or will you be sharing it with other organisations or agencies? Record any other parties you would disclose the data to, for what purposes, and any relevant data sharing agreements. Note that if you are processing for more than one purpose you may need to conduct separate DPIAs.
	Cumbria Police is the sole user/owner of the data, which may be shared with outside agencies covered by agements/contract or common law. Drone operators share footage with the Officers In Case, who then share with solicitors/CPS and other organisations within the justice system, for the purposes of providing evidence in the prosecution of suspects. When evidential footage is supplied to an officer, it is done so by uploading to evidence.com, and at that point the officer takes responsibility for the retention and deletion of the footage, which is referred to as the Working Copy. The original version is referred to as the Digital Master and is weeded by the Chief Pilot/Operations Manager and has the retention policy of the department applied.





6. How is information collected? (tick multiple options if necessary)
|_| Fixed CCTV (networked)	|_| Body Worn Video
|_| ANPR	|_| Unmanned aerial systems (drones)
|_| Stand-alone cameras	|_| Redeployable CCTV
|_| Other (please specify)	
	UAV Drones - Umannned Aerial Vehicles


7. Set out the information flow, from initial capture to eventual destruction. You may want to insert or attach a diagram. Indicate whether it will include audio data; the form of transmission; the presence of live monitoring or use of watchlists; whether data will be recorded; whether any integrated surveillance technologies such as automatic facial recognition are used; if there is auto deletion after the retention period. You may have additional points to add that affect the assessment.  
	Drone records footage to SD Card.
Footage is transferred fron SD Card to local PC.
Footage is uploaded from PC to Evidence.com and sent to OIC.
Master footage is retained on SD card. 
Footage is deleted from SD card when no longer required.
Footage is deleted from Evidence.com when no longer required.




















8. Does the system’s technology enable recording?
|_| Yes	|_| No
If recording is enabled, state where it is undertaken (no need to stipulate address, just Local Authority CCTV Control room or on-site will suffice for stand-alone camera or BWV), and whether it also enables audio recording.
	Currently footage is recorded and stored on SD cards withing the drone, but we're looking at an option to auto store footage in the [Redacted] servers but this will need some scoping and funding. 

There is no audio recording facility, it is image only. The flights and recordings will only take place over the Force area. It will only be deployed for pre planned events and spontaneous operational requirements such and missing persons and area searches.





9. If data is being disclosed, how will this be done?
|_| Only by on-site visiting 
|_| Copies of footage released (detail method below, e.g. encrypted digital media, via courier, etc)
|_| Off-site from remote server
|_| Other (please specify)
	The data will be shared with the Officer in Case for use in the investigation. This will be via evidence.com. An API will be used to send footage from [Redacted] into evidence.com. Footage could also be shared with partner agencies such as Mountain Rescue or Civil & Nuclear Police.







10. How is the information used? (tick multiple options if necessary)
|_| Monitored in real time to detect and respond to unlawful activities 
|_| Monitored in real time to track suspicious persons/activity
|_| Compared with reference data of persons of interest through processing of biometric data, such as facial recognition.
|_| Compared with reference data for vehicles of interest through Automatic Number Plate Recognition software
|_| Linked to sensor technology 
|_| Used to search for vulnerable persons
|_| Used to search for wanted persons
|_| Recorded data disclosed to authorised agencies to support post incident investigation, including law enforcement agencies
|_| Recorded data disclosed to authorised agencies to provide intelligence
|_| Other (please specify)
	     










Consultation
11. Record the stakeholders and data subjects you have consulted about the deployment, together with the outcomes of your engagement.
	Stakeholder consulted
	Consultation method 
	Views raised
	Measures taken

	
[Redacted]
Data and Privacy Information Asisstant

	
Document shared

	
     

	
     

	
[Redacted]
CCTV & Drones Manager

	
Document shared

	
     

	
     

	
[Redacted] Chief Superintendent

	
Document shared

	
     

	
     

	
[Redacted] 
Ethics

	
Document shared

	
     

	
     

	
[Redacted]
Cyber Security

	
Document shared

	
     

	
     

	
[Redacted]
Chief Drone Pilot

	
Document shared
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Consider necessity and proportionality
12. What is your lawful basis for using the surveillance camera system? Explain the rationale for your chosen lawful basis under the relevant data protection legislation. Consider whether you will be processing special categories of data.
	The lawful basis for processing are set out in Article 6 of the GDPR. The specific lawful basis that Cumbria Constabulary rely on for processing personal data is set out below:

(c) processing is necessary for compliance with a legal obligation to which the controller is subject
(e) Public task: the processing is necessary for you to perform a task in the public interest or for your official functions, and the task or function has a clear basis in law.

And under Part 3 of DPA 2018:

“The law enforcement purposes”
For the purposes of this Part, “the law enforcement purposes” are the purposes of the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, including the safeguarding against and the prevention of threats to public security.  







13. How will you inform people that they are under surveillance and ensure that they are provided with relevant information? State what privacy notices will be made available and your approach to making more detailed information available. Consider whether data subjects would reasonably expect to be under surveillance in this context. 
	A public consultation was held in 2015 to inform the public that the Constabualry were using a CCTV surveillance system, to assist in the detection and investigation of crime, and the maintenance of public safety. Drones are an extension of a CCTV system as essentially they are a camera that can be flown to give officers a more strategic view or a view over areas that they would otherwise be unable to view. Signage is used in areas where drones are deployed for pre-planned operations, although that is not the case or even possible for spontaneous deployments. The constabulary website also has a dedicated Drones page which details the type of drones used and  justification, and this can be accessed by members of the public. Policy and procedure documents are also included for members of the public to view.







14. How will you ensure that the surveillance is limited to its lawful purposes and the minimum data that is necessary for those purposes? Explain the adequacy and relevance of the data you will be processing and how it is limited to the purposes for which the surveillance camera system will be deployed. How will you know if it is delivering the benefits it has been deployed for? 
	All drone pilots are trained to the National GVC Certification and through ongoing CPD days progress from basic to advanced pilots as they gain experience. Justification, permissions and lawful purpose for a drone flight are built into the GVC and ongoing CPD training.

The Police UAV Operations Manual (PUOM) details Flight Operations, Types of Flights and Characteristics of Operations for all permissable types of police UAV operations.

Drones will be deployed for pre-planned events to give event commanders a better strategic oversight of what is happening on the ground. In these circumstances the drone is not looking at individual people but more an oversight of the crowd dynamics, where people are moving to and from and giving commanders a better idea of where to deploy their officers. Generally in these circumstances individuals are not identifiable and the deployment is at public events.
Spontaneous deployments on the other hand can be required anywhere and at any time, over public land or sometimes over private land or buildings dependant on what the drone is being deployed to achieve. Spontaneous deployments are most commonly for missing or vulnerable people, or to track wanted people or vehicles that are trying to evade Police. 

In these circumstances the drone operator is not intending to record uninvolved individuals or private places, but it is inevitable that in some deployments collateral intrusion will take place. In these circumstances the drone operator will endeavour to minimise the amount of collateral intrusion and where possible to avoid it altogether. Video editing can also be used in some circumstances to redact footage if video evidence were to go to court.

The drones can only fly within set parameters, usually to a maximum altitude of 120m and usually only within visible line of sight of the pilot. The cameras are made up of a wide angle camera, up to 200x hybrid digital zoom, and thermal imaging. The cameras can be selcted and operated by the pilot.






15. How long is data stored? (please state and explain the retention period)
	As per the Survaillance Camera Commissioners Code of Practice video footage will be kept for 30 days unless required evidentially.






16. Retention Procedure
|_| Data automatically deleted after retention period
|_| System operator required to initiate deletion
|_| Under certain circumstances authorised persons may override the retention period, e.g. retained for prosecution agency (please explain your procedure)
	They will be stored as long as there is a policing purpose as per the APP retention guidelines. No more images and information should be stored than that which is strictly required for the stated purpose of a surveillance camera system, and such images and information should be deleted once their purposes have been discharged.

Currently, footage is recorded and stored on SD cards, but we're looking at an option to auto store footage into the [Redacted] servers but this will need some further scoping and funding. 

Any footage or still images recorded by officers will remain on the SD cards until they decide that they no longer need it and manually delete it. There is no auto delete function. This is done inline with current procedures and the retention schedule.




17. How will you ensure the security and integrity of the data? How is the data processed in a manner that ensures appropriate security, protection against unauthorised or unlawful processing and against accidental loss, destruction or damage? What measures do you take to ensure processors comply? How do you safeguard any international transfers?
	All data is stored on site within the Constabulary, all storage is currently on prem. Only when a policing purpose exists will it be shared with external partners through evidence.com. Data will not be transferrd outside of the UK.

The Drones and SD Cards are kept under lock and key with access only granted to authorised pilots. Once footage is uploaded into Evidence.com it then falls under the MOPI guidelines for retention and disposal. 

Footage isn't ordinarily shared ouside of the Organisation or outside of the UK, but if it was necessary to do so then it would be done through the Evidence.com system where all sharing is documented and auditable. Where required appropriate international transfer documents will be completed.

Access Controls
 Role-Based Access Control (RBAC) Users are assigned roles that determine their access levels and permissions, ensuring that only authorised personnel can access sensitive data.

 Multi-Factor Authentication (MFA): This adds an additional layer of security by requiring users to verify their identity through multiple means before accessing the system.

Audit Trails and Logging.
 Comprehensive logging of all user activities helps detect unauthorised access and changes to data. These logs can be audited to ensure compliance and trace any security incidents.

Regular Security Assessments.
   - Continuous security assessments, including penetration testing and vulnerability scanning, help identify and mitigate potential weaknesses in the system.

Data Integrity Checks:
   - Mechanisms are in place to verify that data has not been altered or tampered with. This can include checksums or cryptographic hashes to confirm the integrity of stored data.

Compliance with Standards:
[Redacted] adheres to industry standards and regulations, such as GDPR, CJIS (Criminal Justice Information Services), and others, ensuring that data handling practices meet legal and ethical standards for security and privacy.

Regular Software Updates:
   - Keeping software and systems up to date with the latest security patches helps protect against vulnerabilities and exploits.

User Training and Awareness:
    - Providing training to users on security best practices and recognising phishing attempts enhances overall system security by reducing human error.








18. How will you respond to any subject access requests, the exercise of any other rights of data subjects, complaints or requests for information? Explain how you will provide for relevant data subject rights conferred under the legislation. You must have procedures in place to respond to requests for camera footage in which a subject appears, and to respond to any other request to meet data protection rights and obligations.     
	Data subject rights requests are explained on the Cumbria Constabulary website thorough the Privacy Notice, there is a clear page for data subjects to action their rights, including the complaints procedure.










19. What other less intrusive solutions have been considered? You need to consider other options prior to any decision to use surveillance camera systems. For example, could better lighting or improved physical security measures adequately mitigate the risk? Does the camera operation need to be continuous? Where you have considered alternative approaches, provide your reasons for not relying on them and opting to use surveillance cameras as specified.
	Drones have been identified as a necessary addition to the Constabulary's range of tools used to investigate crime and disorder, and to act as a deterrent to antisocial behaviour, as well as safeguarding vulnerable people and ensuring safety in public spaces.
Drones are an acknowledged tool in policing nationally and internationally that compliment and in some circumstances replace the need for the use of helicopters or police aircraft with crew which could be seen as far more intrusive. So in that sense drones are the less intrusive option. Drones are safer as they do not require an onboard crew, and they are safer for the public as that are much smaller and lighter if an accident were to happen. Drones are also far more environmenatly friendly and more economic to run.
The Constabulary have three different types of drone of varying sizes and we will always endeavour to use the smallest less intrusive drone suitable to complete the required task. 


The drones do not record continuously but only record whwn there is an evidential reason.






20. Is there a written policy specifying the following? (tick multiple boxes if applicable)
|_| The agencies that are granted access 
|_| How information is disclosed
|_| How information is handled
Are these procedures made public?	|_| Yes	|_| No
Are there auditing mechanisms?	|_| Yes	|_| No
If so, please specify what is audited and how often (e.g. disclosure, production, accessed, handled, received, stored information)
	The force information sharing policy highlights that there must be a legal basis for all information sharing where personal or sensitive police information is involved. These are as follows:
- Statutory Disclosure (where we have a statutory obligation to share the information) or Statutory Power (where statute provides an option to share information and there is a policing purpose).
 
- Common Law & Policing Purposes - Where no statutory disclosure or power exists, but the information can be shared for the risk-based, Common Law purpose of supporting one or more of the specific ‘policing purposes’ defined as:
       - Protecting Life and Property 
       - Preserving Order
       - Preventing the Commission of Offences 
       - Bringing Offenders to Justice 
       - Any duty or responsibility of the police arising from common or statute law
 
(The NPCC Data Sharing with Confidence Guidance is a process map illustrating these options and also serves as a low-level risk assessment by ensuring that the requirements of the Data Protection Act 2018, Human Rights Act and common law duty of confidence are considered as a part of all information sharing decisions).
 
- Consent-based Sharing – Where an individual gives their informed consent that their personal information may be shared or disclosed to a third party.
 
Force policy also defines a formal Information Sharing Agreement (‘ISA’) as an agreement entered into by the Constabulary with one or more partners where a there is no statutory obligation or power to share information, but through which the sharing of police information may still be lawful. Further details are contained in the policy.
 
 
Disclosure to individuals:
In accordance with Section 45 of the Data Protection Act 2018, individuals have the right to seek access to their personal data, including CCTV images.  All such requests can be requested verbally or  in writing and a standard form to facilitate such requests is available to be downloaded from the Cumbria Constabulary website. Subject access requests should include proof of the applicant’s identity and forwarded to the Data Control Unit which will process the request in accordance with existing procedures.
 
In accordance with the Act, a response will be provided within one month of receipt of the request.
In the event that an application is received from an individual who is seeking access to images captured by CCTV elsewhere within the Constabulary, this should be forwarded to the Data Control Unit with immediate effect so that the request can be processed within the statutory timescale and before the deletion of any recorded images.   
 
The force website includes a privacy policy on Cumbria Constabularys use of data.









Identify the risks
Identify and evaluate the inherent risks to the rights and freedoms of individuals relating to this surveillance camera system. Consider, for example, how long will recordings be retained? Will they be shared? What are the expectations of those under surveillance and impact on their behaviour, level of intrusion into their lives, effects on privacy if safeguards are not effective? Could it interfere with other human rights and freedoms such as those of conscience and religion, expression or association. Is there a risk of function creep? Assess both the likelihood and the severity of any impact on individuals.
	Describe source of risk and nature of potential impact on individuals. Include associated compliance and corporate risks as necessary. 
	Likelihood of harm
	Severity of harm
	Overall risk 

	
     

	Remote, possible or probable
     
	Minimal, significant or severe
     
	Low, medium or high
     

	There is a risk that once stored in the system, the drone footage is accessed by authorised users and used in a malicious way (to view, corrupt, delete or alter data). This could impact evidence, affect investigations and prevent prosecutions. It could also affect the data subjects by identifying or locating them, putting them at risk. 
	Possible
	Significant 
	Medium

	There is a risk that the individuals do not expect the processing or have any control over the data.  
	Possible
	Minimal
	Medium

	There is a risk that an excess of data is retained, and footage not required for the purposes outlined remains as property of the constabulary. 
	Possible
	Minimal
	Medium

	Describe source of risk and nature of potential impact on individuals. Include associated compliance and corporate risks as necessary. 
	Likelihood of harm
	Severity of harm
	Overall risk 

	     
	Remote, possible or probable
     
	Minimal, significant or severe
     
	Low, medium or high
     

	There is a risk of function creep, as drones are being used by different depratments and for different functions. If drones were to be used to monitor low level crimes or ASB. These functions would not be within the purpose limitation, which is to provide monitoring and review of public spaces within the county, to act as a deterrent to would-be criminals, assist in live incidents or to provide evidence during investigations.
	Remote
	Minimal
	Medium

	There is a risk to any and all data subjects in the event of misuse or failure of the system and the risk mitigations in place. In the event of any data breach, a data subject could be placed at risk of being identified, located or targeted due to the breach.
	Remote
	Significant
	Medium

	The accuracy of the data held is a risk. 
	Remote
	Significant
	Medium

	     
	     
	     
	     




Address the risks
Explain how the effects of privacy enhancing techniques and other features mitigate the risks you have identified. For example, have you considered earlier deletion of data or data minimisation processes, has consideration been given to the use of technical measures to limit the acquisition of images, such as privacy masking on cameras that overlook residential properties? What security features, safeguards and training will be in place to reduce any risks to data subjects. Make an assessment of residual levels of risk.
Note that APPENDIX ONE allows you to record mitigations and safeguards particular to specific camera locations and functionality.
	[bookmark: _Hlk31275058]Identify additional measures you could take to reduce or eliminate risks identified as medium or high risk

	Options to reduce or eliminate risk
	Effect on risk
	Residual risk
	Measure approved?

	
     

	Eliminated reduced accepted
     
	Low medium high
     
	Yes/no
     

	Security of the data processing is mitigated by following the Surveillance Camera Comissioner Code of Practice and having strict Data & Information governance in place. The system and usage is auditable, secure and procedures are in place should a data breach occur.

	Reduced
	Medium
	Yes

	Regular auditing of drone flights reveals which drones have been used, by which pilot and for what purpose. All Pilots have individual log-in credentials so the activity is traceable to the individual and every aspect of the flight is recorded..
	Reduced
	Medium
	Yes

	Options to reduce or eliminate risk
	Effect on risk
	Residual risk
	Measure approved?

	
Accuracy of Data - Pilots are trained when and where to record footage. Footage will never be altered or merged and can be deleted when no longer required. 

	Eliminated reduced accepted
 Reduced
	Low medium high
Medium
	Yes/no
Yes

	The risk of footage being required for review after the rolling 30-day deletion is accepted. 30 days is the nationally agreed norm. We are workimng towards a system where auto dletion will be completed. MOPI guidelines will be used regarding retention periods.


	Accepted
	Medium
	Yes

	The data will not be processed for purposes outside those outlined as lawful in the Drones Policy and if there are any concerns regarding such an occurrence, the system can be audited to check the circumsytances of the flight. 
	Reduced
	Medium
	Yes

	The risk of people not expecting the processing is mitigated by the notices displayed in the vicinity of all pre planned drone flights, in line with current policy. The Constabualry website also explains individuals rights to complain and how to access the data through FOI and SAR.
	Reduced
	Low
	Yes

	The risk of user error is mitigated by provision of training - all Drone pilots are trained to the National GVC standard which is an industry standard to which the Police are required to acheive. Continuous improvement and learning is achieved through CPD days. There is an audit facility ion place for a flights and a Data Breach process in place should a data breach occur.


	Reduced 
	Low
	Yes





Authorisation
If you have not been able to mitigate the risk then you will need to submit the DPIA to the ICO for prior consultation. Further information is on the ICO website.  


	Item 
	Name/date
	Notes

	Measures approved by:      

	CP 09/01/2025

	Integrate actions back into project plan, with date and responsibility for completion.

	Residual risks approved by:
     

	CP 09/01/2025

	If you identify a high risk that you cannot mitigate adequately, you must consult the ICO before starting to capture and process images.

	DPO advice provided by: 
     
	HW 18/12/2025

	DPO should advise on compliance and whether processing can proceed.

	Summary of DPO advice I have considered the details set out in this DPIA and conclude that the risks associated with the processing activities described in this DPIA have been considered and understood, and that appropriate privacy solutions and risk management strategies have been deployed to manage the risks which do exist. I am satisfied, that: 
* The safeguards being deployed to protect against the risks to the rights and freedoms of data subjects described in this DPIA are proportionate and appropriate; and
* There are no residual high risks to the rights and freedoms of natural persons.

	DPO advice accepted or overruled by:      
(specify role/title)
	     

	If overruled, you must explain your reasons.

	Comments:      

	Consultation responses reviewed by:      
	
	If your decision departs from individuals’ views, you must explain your reasons.

	Comments:      

	This DPIA will be kept under review by:      
	
	The DPO should also review ongoing compliance with DPIA.



APPENDIX ONE
This template will help you to record the location and scope of your surveillance camera system and the steps you’ve taken to mitigate risks particular to each location.
Location: Each system operator/owner should list and categorise the different areas covered by surveillance on their system. Examples are provided below.
	Location type
	Camera types used
	Amount
	Recording
	Monitoring
	Assessment of use of equipment (mitigations or justifications)

	See notes below.
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     


APPENDIX TWO: STEPS IN CARRYING OUT A DPIA




APPENDIX THREE: DATA PROTECTION RISK ASSESSMENT MATRIX
Use this risk matrix to determine your score. This will highlight the risk factors associated with each site or functionality. 
Matrix Example:
	
	Camera Types (low number low impact – High number, High Impact


	Location
Types

A (low impact)

Z (high impact)
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	










NOTES
	Drones currently owned and operated by Cumbria Constabualry

Six (6) DJI Matrice M30T
Two (2) DJI Mavic Duo
Three (3) DJI Mavic Mini
Two (2) DJI Avata	





1. Identify the need for a DPIA


2. Describe the information flows


3. Consider consultation


4. Assess necessity and proportionality


5. Identify and assess risks


6. Identify measures to mitigate risks


7. Sign off and record outcomes



8. Integrate outcomes into plan


9. Keep under review
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